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1. Purpose of the Policy

The purpose of the Anti-Money-Lammdering Policy (the AMTL. Policy) is to combat money
laundering and terrorism financing, implement best AML/CFT mdustrv standards, and
promote company-wide compliance with the local and mtemational Anti-Money
Laundering/ Counter Terrorism Funding (AML/CFT) legislation. The AML Policy’s
uniform framework is based on robust AML/ CFT measures, including the identification
and mitigation of the inherent risks associated with customers, products and services,
payment methods, countries, and delivery channels.

The design, implementation, and monitoring of the AML policy’s framework Is approved
by approved by the Luckyroo N.V.’s Board of Directors (BoD) and is subject 1o an armual
review. In addition to the annual review process, the AML Policy may be amended from
time to time to reflect material changes in the AMI/CFT legislation or operator practices.
Furthermore, a nominated officer may put forward suggestions to implement urgent nternal
and third-party AML audit recommendations as regards risk probability and risk impact.

First and foremost, the AML Policy is a reflection of the main mternational objectives
highlighted by the current AML/ CTF legislation in Curacao ie. the upcomning National
Ordmance for Games of Chance (LOK), the Criminal Code of Curacao, The National
Ordinance on Offshore Games of Hazard { PB 1993, n6.63) (NOOGH) as well as National
Ordinance Penalization of Money Laundering (NOPML), the National Ordinance on the
Reporting of Unusual Transactions (NORUT(), and the National Ordinance on
Identficadon of clients when Renderning Services (NOIS). ). The AML Policy also reflects
the international legislation and policy initiatives such as Recommendations of the Financial
Action Task Force (The FATF Recommendations), the European Antd-Money Laumdering
Directives {the 4th, 5th and the 6th AMIDs), and the Wolfsherg Principles.

To summarize, the AML Policy was drafted with the view of complying with the
recommendations of the AML/CFT supervisor in Curacao, pamely the Curacao Gaming
Conwol Board. The Company’s directors, officers, and personnel are committed to
upholding the set of standards set in the Policy. The Policy applies to all persons at all levels
workmg for the Company and third-party consultants whose services are enlisted from time
to tme for audit purposes.




2. Onpline Gaming Industry Specifics
Luckyroo N.V. is a Curacao-based legal entity which currently runs the following wehsites:

Wi, e nner.eom

Luckyroo N.V. operates under the Curacao online gaming 365/JAZ sub-license issued by a
master License holder Gaming Curacao. It therefore complies with the licensing
requirements as well as regional operational restricions imposed on it by the Cwracao
regulatory authorities which explicitly bans their remote gaming sub-licensees from offerng
their services i1 the US, Australia, Dutch West Indies (Aruba, Bonaire), Cwacao, France,
Germany, the UK, Belize, and the Netherlands. The Company only operates in markets
where it is permitted to operate and does not solicit customers from those jurisdictions
where online gambling is explicitly banned ie. Qatar or where it is imperative to have a
locally obtained permit/ License.



3. Key Definitions
AML Policy- The Policy on Prevention of Morney-Laundering Terrorist Financing.

Axnt-Money Laundering and Counter -Financing of Terrorism Program- programs are established
to fight against money laundering and terrorist fmancing and consist of written internal policies,
procedures and controls, overseen by AML compliance team headed by MLRO, who is also
responsible for AML training as well as arranging an independent review to audit the program.

Alert - a notification that an analysis of red discrepancies is required based on defined red flags
and underlying typologies.

AML/CFT Supervisor- the Curagao Gaming Control Board (GCB) and a relevant local master
license holder where applicable.

Automated Screening Tool (AST)- Software systems that automate the customers’ screening
process Including against sanctions lists.

Beneficial Owner - a natural person who ultimately owns or controls an account through which a
transaction is being conducted.

Blacklist- An internal list of names (including places, persons, entities, and ndividuals) that are
screened to tdentify any sanctions exposure, in addition to government and vendor-maintained
sanctions lists.

The FATF blacklist is a list of countries that FATF has determined are noncooperative in the
mternational fight agamnst money laundering and terrorist financing.

Comprehensive Sanctions- Sanctions that prohibit all transactions and activity with a sanctioned
country by the sanctioning country except In rare, specific instances.

Commal Proceeds- Any property derived from or obtained, directly or indirectly, through the
commission of a crime.Customer- a person that opens an account and transacts with the
Company.

Customer Relationship- a customer relationship encompasses all contact with a prospective
customer during onboarding and while using the Company’s services and products.




Customer Due Diligence- a set of internal conirols that internet gambling operator establish a
customer’s identity, predict with relative certainty the types of transactions in which the cusiomer
is likely to engage, and assess the extent to which the customer exposes it to a range of risks {i.e.,
money laundering and sanctions). Organizations also need to kmow their customers through CDD
to guard against fiaud and comply with the requirements of relevant legislation and re gulation.
"High-risk third country™ a third country, which 1s flagged by the European Commission under
the provisions of paragraph (2) of Article 9 of the EU Directive by means of delegated powers and
by FATF, and which has stategic deficlencies in its natonal AML/CFT regime that pose
significant threats to the financial system of the Union, and a third country which is classified by
the Company as high risk, according to the risk assessment referred to in Article 58a of the Law.
Due Diligence-The investigation and examination of a company or group, conducted i the
process of preparing for a business transaction. Due diligence should be completed before
entering into any financial transaction or business relatonship.

Fconomic Sanctions- The imposition of trade or financial restrictions and penalties by one or
more countries against another country, entity, or individual with the purpose of changing a
behavior. Economic sanctions can include actions such as tariffs, made restrictions, and financial
Limitations.

Egmont Group of Financial Intelligence Units-The Egmont Group consists of a numerous
national of financial intelligence units (FIUs) that meet regularly to find ways to promote the
development of FIUs and to cooperate, especially in the area of nfonnation exchange, training
and the sharing of expertise. The goal of the group is to provide a forum for FIUs to mprove
cooperation in the fight against money laundering and the financing of tervorism, and to foster the
implementation of domestic programs in this field.

Embargo- An official govemument action to ban gade or commercial activity with a specific
country, sometimes involving a specific trade product (e.g., a grain embargo or an oll embargo).
Enhanced Due Diligence (EDD)- In conjunction with Customer Due Diligence, EDD calls for
additional measures aimed at identifving and mitigating the risk posed by higher risk customers.
It requires developing a more thorough knowledge of the nature of the customer, the customer's
business and understanding of the transactons in the account than 2 standard or lower nsk
customer.

European Union (EU)- The modermn EU was founded in the Treaty of Maastricht on European
Union, signed in 1992 and effective in 1998. The EU is a politico-economic union of member
states located primarily in Furope. European Union Directive on Preventon of the Use of the
Financial System for the Purpose of Money Laundering and Terronst Financing- First adopted
by the Furopean Union in June 1991 and updated in 1997, 2005, 2013, 2018 and 2020 the
directive requires EU member states to prohibit and manage the risks of money laundering and
terrorist financing,

Exclusions List- A list of names that are excluded from the screening process. These are names
that the comphance team has verified do not actually match a name on a sanctons list



Fmancial Action Task Force (FATE)- FATF was created in 1989 by the Group of Seven industrial
nations to foster the establishment of rational and global measures to combat money laundering.
It 1s an mternatonal policy-making body that ses anti-money laundering standards 2nd counter-
terrorist fmancing measures worldwide. Its Recommendations do not have the force of law. 35
countries and two Intermnational organizations are members. In 2012, FATT substantially revised
1ts 40 + 9 Recommendations and reduced them to 40. FATF develops annual typology reports
showcasing cuwrrent money lavmdering and terrorist financing trends and methods.

Financial Intelligence Unat (FIU)- A central national agency responsible for receiving, analyzing,
and ransmitting disclosures on suspicious transactions to approprate authorities.

First Line of Defense- within the governance stmucture of a sanctions compliance program, the
first line of defense (also referred to as the "front line"} includes relationship managers and other
customer-facing emplovees who are closest to the customers and counterparties during the
onboarding and contracting phase of relationships. The first-hne defense is responsible for
ensuring that adequate information is obtained so that effective screening of customers and their
owners and controllers can be performed. In general, the first-line defense owns and manages the
collection of SDD mformation.

Greylist- A grevlist is a list of entities that are suspicious or higher-risk for causing a negative impact
to a firm. Within the context of sanctions, the greylist includes the names of countries with strategic
deficiencies in ant-money laundering and counterterrorism fnancing regimes. Moreover, these
countries have also not made sufficient progress or otherwise committed to action plans to address
deficiencies identified by FATF.

Mmor - under the 18 vears of age.

Inherent Risk- The level of sanctions risks that exist before controls are applied to mitigate them.
There are four main inherent risk categories: customers, products and services, countries, and
delivery channels. Inherent risk is linked to the risk assessment process, which evaluates the
effectiveness of an Institudon’s risk controls. Inherent risk considers the likehhood and mpact of
noncomplance prior to considering any mitigating effects of risk management processes.
Tovestigation- The process of obtaining, evaluating, recording, and storing information about an
individual or legal entity with whom one is conducting business, in response to an alert indicating -
a possible sanctions violation. Investigations often begin with simple checks before progressing to
further investigation such as account review, customer outreach, and possible escalation 1o the
compliance function.

Know Your Customer (KYC)- Anti-money laundering policies and procedures used to determine
the true identity of a customer and the type of activity that is 'nommal and expected,” and to detect
activity that is "unusual” for a particular customer.

Know Your Employee (KYE)- Anti-money laundenng policies and procedures for acquiring a
better knowledge and understanding of the employees of an institufion for the purpose of
detecting conflicts of Interests, money lzundering, past criminal activity and suspicious activity.




Layering- The second phase of the classic three-step money laundering process between
placement and integration, layering involves distancing illegal proceeds from their source by
creating complex levels of financial nansactions designed fo disguise the audit trail and to provide
anonyIrity. '

Mandatory Sanctions Lists- Supranational sanctions lisis, such as those including targets
designated by the United Nations Security Council Resolutions (UNSCR), which must be
screened against. Depending on the country in which a busmess is located and operates, local
sanctions regimes may be required (i.e., mandatory) and would need to be included within a firm’s
sanctions compliance progran.

Money Laundering- The process of concealing or disguising the existence, source, movement,
destination or illegal application of illicitly- derived property or funds to make them appear
legitimate. It usually involves a three part system: placement of funds into a financial system,
layering of transactions to disguise the source, ownership and location of the funds, and mtegration
of the funds into society in the form of holdings that appear legitimate. The definition of money
laundering varies in each country where itis recognized as a crime.

Money Laundering Reporting Officer (MLRO)- A term used in various international nules to refer
to the person responsible for overseeing a film's anti-money laundering activities and program and
for filing reports of suspicious transactions with the national FIU. The MLRO is the key person
in the implementation of anti-money laundenng strategies and policies.

Monitoring- An element of an mstitution's anti-money kuundering program in which customer
activity is reviewed for unusual or suspicious patterns, trends or outlying transactions that do not
fit 2 normal patern. Transactions are often monitored using software that weighs the activity
against a threshold of what is deemed "normal and expected” for the customer.

Office of Foreign Assets Control (OFAC)- the agency within the US Departinent of the Treasury
responsible for administering and enforcmg economic sancdons issued as part of US foreign
policy and by internatonal organizations like the United Nations against targeted foreign
coumtries. It often works in consultation with other agencies, such as the Departrment of State, to
oversee natonal security goals. A core component of the agency's responsibifities 1s the creation
and maintenance of the Specially Designated Nationals (SDN) list.



Politically Exposed Person (PEP) - According to FATTF's revised 40 Recommendations of 2012,
a PEP is an indridual who has been entrusted with prominent public functions n a foreign
country, such as a head of state, senior politician, senior government official, judicial or military
official, senior executive of a state-owned corporation or important political party official, as well
as their families and close associates. The term PEP does not extend to middle- ranking
indiaduals in the specified categories. Various country regulations will define the term PEP, which
may include domestic as well as foreign persons.

Red Flag (similar to alerf)- A warning signal that should bring attention to a potentially suspicious
situation, transacton or actvity.

Regulatory Agency- A government entity responsible for supervising and overseeing one or more
categories of financial nsttutions. The agency generally has authonty to issue regulations, to
conduct examimations, to Impose fines and penalties, to curtall actvities and, sometimes, to
terminate charters of institutions under Its jurisdiction.

Risk Appetite- The amowunt of risk that a firm is willing to accept in pursuit of value or opportumity.
A firm’s risk appetite reflects its risk management philosophy and comfort level for undertaking
business m situations in which there could be an elevated sanctions risk. In turn, sk appetite
influences the firm's culture and operating style and gundes resource allocation. An organization’s
risk appetite is determined through the risk-assessment process and formalized in a Risk Appetite
Staternent or Framework. A business should determine 165 nsk zppetite based on the resources it
has to Invest in controls, staffing, and measures to protect its reputation. Firms can have an
overarching risk appetite (Le., enterprise-wide) and/or have nsk appetites defined on a more
granular level {e.g., by department).

Risk Assessment- A tool that allows a business to identify and assess the extent to which it may be
exposed to risks.

Risk-Based Approach- The assessment of the varving tisks associated with different types of
businesses, clients, accounts and transactions to maximize the efectiveness of an anti-money

launderng program.

“Senior Management™- an officer or employee of the Company with sufficient knowledge of the
Company’s money lmumdering and terrorist financing risk exposure and sufficient seniority to take
decisions affecting its risk exposure and need not to be a member of the Board of Directors.

“Structuring” - small transfers or small deposit amounts from custormers that are trying to avoid
recordkeeping requirements or trigger AML flag alerts from any company (EMI).




Sanctions- Sanctons are punitive or restictive actions taken by individual countries, regimes, or
coalitions with the primary purpose of provoking a change in behavior or policy. Sanctions can
restrict trade, financial transactions, diplomatic relations, and movement. They can be specific or
general in their implementtion and enforcement. Sanctions are also referred to as resirictive

measures.

Sanctions Evasion- The deliberate attempt to remove or conceal the involvement of sanctioned
places, entities, or individuals in a transaction: or series of ransactions. Wlien sanctions evasion 1s
successful, a business that would have been flagged, taxed, resticted, or prohibited is allowed to
proceed unhindered.

Sanctions Due Diligence (SDD) -A similar process to Know Your Customer (KYC) / Customer
Due Diligence (CDD) that focuses on the risks specific o sancgons, taking mfo account
governance and nisk assessment. SDD builds upon the KYC/CDD information an organization
collects as part of its existing AML program. SDD is applied throughout the Bfe cycle of a
relationship at the start of a relatonship (i.e., cnboarding); when nesv products are introduced, in
response to migger events during a relationship, such as a "maich” generated by a screening tool;
during periodic reviews; and when a relationship ends.

Sanctons List- A document or database listng individuals, legal entides, and countries with whom
ir1s legal to do business.

Sanctions Regime - A set of sanctions that have a common nexus or theme. These are either
referred to by the issuer of the set of sanctions or by the intended purpose of the set of sanctions.
For example, the "OFAC sanctions regime® or the "North Korea sanctions regime." Depending on
the context, a sanctions regime may be limited to unilateral sanctions or may include multilateral
sanctions.

Sanctions Compliance- The act of adhering to the sanctions-related legislation, regulations, rules,
and norms that make up the complex sanctions landscape.

Second Line of Defense - The sanctions compliance function, the larger compliance functon,
and the human resources and technology departments comprise the second line of defense within
the governance structure of a sanctions compliance program. The sanctions comphance officer
ensures ongoing monitoring for sanctions compliance to enabie the escalation of identified issues.
In general, the second line exists to ensure that SDD procedures and processes applied by the
first line are designed properly, fomly established, and applied as intended. The second-line
defense reviews the effectiveness of controls used to mitigate sanctions risks; provides information
to the first line; and investigates possible noncompliance with sanctons restrictions.



Simple Checks - One of the first steps m an investigation, simple checks are those initial actions
taken to discount or confirm a sanctions link; an example of a simple check inchides comparing
data about a sanctions target with a firm's Know Your Customer (KYC) data

Specially Designated Nationals and Blocked Persons List (SDN List) - A Kst of individuals and
companies, published by OFAC, that are owned, controlled by, or acting on behalf of & targeted
country- The list also includes groups and people, such as terrorists or drug traffickers, who are
associated with a specific crime as opposed to a country. The US Department of the Treasury
mamtans the list and may name a person or company as an SDN. When the govermment
identifies a person or company as an SDN, it blocks their assets and forbids US persons to do
business with them. The govemment may also impose fnes and imprison Jawbreakers.

Suspictous Activity - irregular or questionable customer behavior or activity that may be related to
a money laundering or other criminal offense, or to the fmancing of a terrorist activity. May also
refer to a transaction that is inconsistent with a customer's known legitimate business, personal
activities, or the normal level of activity for that kind of business or account.

Suspicious Transaction Report (STR) - A government filing required by reporting entities that
includes a financial institution's account of a questionable transaction. Many jurisdictions require
financial institutions to report suspicious transactions to relevant government authorities such as
its FIU on a suspicious transaction report {STR}, also known as a suspicious activity report or
SAR

Terrorist Financing - The process by which terrorists fund their operations n order to perform
terrorist acts. There are two primary sources of financing for terrorist activities. The first involves
financial support from countries, organizations or individuals. The other involves a wide variety
of revenue-generating activities, some illicit, including smuggling and credit card fraud.

Third Line of Defense - The third-line defense within the govermance structure of a sanctions
compliance program 1s the internal audit, which involves mdependent reviews of the controls
applied by the first two lines of defense. It independently evaluates the risk management and
controls of the bank through periodic assessments, including the adequacy of the bank's controls
to mitigate the identified risks. It also evaluates the effectiveness of the staff's execution of the
controls, the effectiveness of the compliance oversight and quality controls, and the effectiveness

of the training.

Third-Party Database- Third-party databases can be a good source of both primary and secondary
information sources. Examples of third-party databases include rating agencies, stock exchanges,
and legal databases.




Unilateral Sanctions - These are sanctions imposed by a single country against a targeted enaty.
These are generally considered less effective than multilateral sancions. Stll, they serve to target
specific offensive practices on behalf of imposing nations.

United Nations (UN)- An international organization that was established in 1945 by 51 countries
committed to preserving peace through cooperation and collective security. Today, nearly every
nation in the world belongs to the UN. See also Vienna Convention. The United Nations
contributes to the fght against organized crime widh initiatives such as the Global Program against
Money Laundering (GPML), the key instrument of the UN Office of Drug Control and Crime
Prevention in this task. Through the GPML, the UN helps member states to introduce legislation
against money laundering and to develop mechanisms to combat this came,

Unusual Transaction - Transaction that appears designed to circumnvent reporting requirements,
is inconsistent with the account's transaction patterns or deviates from the activity expected for that
type of account.

Wolfsberg Group- an association of global financial institutions, including Banco Santander, Bank
of America, Bank of Tokyo-Mitsubishi UFJ, Barclays, Citigroup, Credit Suisse Group, Deutsche
Bank, Goldman Sachs, HSBC, J.P. Morgan Chase, Société Générale, Standard Chartered Bank
and UBS. In 2000, along with Transparency Internadonal and experts worldwide, the mstitutions
developed global anti-money laundering guidelines for international private banks.

Abbreviations

AML ~ Ant-Money Laundering

AMILCO/MLRO - Anti-Money Laundering Compliance Officer or Money Launderng
Reporting Officer of the Company

BoD - Board of Directors of the Company

CDD - Customer Due Diligence

EDD - Enhanced Due Diligence

CFI- Combating the Financing of Terronsm

EU - European Union

FATF - Financial Action Task Force

NOOGH- The National Ordinance on Offshore Games of Hazard (Landsverordening
bmtengaaise hazardspelen, P.B. 1993, no. 63)

PEP- Politically Exposed Person

UN- United Natons



4. Money-Laundering

QOrganized crime operations are based on money laundenng, often on an mtemational scale. The
flegal origin of criminal proceeds from such crimes as financial fraud, tax evasion, viplations of
sanctions, bribery, illegal arms trade, drug trafficking, extortion, kidnapping etc. is disguised during
its processing, including their identity, source and the destination and equals money-laundering.
Therefore, the goal of money-launderingis to make the criminal proceeds appear legitimate from
the time the money is placed into the financial system ( placement stage), lavered in order to hide
the audit trail through the web of complex financial transactions at various financial institutions (
the lavering stage), to the time itis integrated back into the financial system through the purchase
of luxury items or cash-intensive businesses (ntegration stage). Money-laundering has social,
economic, legal and regulatory implications on the world economy and leads to increasing costs
of monitoring businesses from a compliance standpoint.
The gambling and beting industrv therefore is considered high risk since online platforms are
vilnerable to money-laimderers since online gambling transactions are cross-border and services
are often anonymous in a non- face-to-face business. VIP accounts, money services businesses
and multiple accounts are just a few challenges that the industry is known for.
Based on the resuits of the complex business risk assessments, Luckyroo N.V.’s main pronty Is
to detect and deter money laundering threats as well as nutigate such risks in the following areas:
® Using the online platform as a player-to-plaver transfer route to funnel funds
between sellers and buyers and cashing out when necessary.

e Depositing funds obtained from illicit operations and/or using the online platform
as “parking”, rather than with the goal of engaging in online gambling or onlne
sports betting.

e Verification fraud and identity theft (customer due diligence covering
docurnentation verification, age verification and location verification)

e Operation of multiple accounts and high transaction volumes

This list is not exhaustive and whereas additional risks may materialize from time to tme,
the Company implements robust KYC procedures to identify high-risk custorners, utilizes
advanced proprictary software to detect suspicious transaction patterns, offers regular AML
trainings to the employees, and conducts regular audits of AML controls and systems.




5. Terronsm- Financing

Providing funds via different methods and sources for carrving out terrorist acvities defines the
term terrorisvy financing, including but not limited to direct funding for the planning and
execution of terronst acts or financial support enabling terrorism such as training, recrulbment,
and propaganda. Money laundenng and terrorism financing are two separate cnimes which,
nevertheless, are often mentioned together. Countering the fmancing of terrorism Is as important
as combating money-laundering but its pattern is largely different and is known to comprise small
donations from legiimate sources in the form of charitable donatons, personal income or
business revenue. Illegiimate sources of funds include fraud, criminal activides and money
laundering whereas the methods of transfers differ from payment institutions to HAYWALA, cash
mules and ervprtocwTencies, inter alia. Overall, the FATF (The Financial Action Task Force)
Recommendations 2012-2023 identify customer due-diligence, record-keeping, and reporting
SUSPICIOUS achvity as mam preventve measures that help businesses combat moneyv-laundesing.

Furthermore, the FATT produced strategic guidance on the AML/ CFT nisk-based approach for
online casinos where it highlights the vulnerability of online casinos, and gaming sector as regards
money laundernng (ML) and terronst financing (TF} risks { page 39, Vulnerabilites of Casinos
and Garming Sector- March 2009) due to the key industry threats associated wath the ever evolving
rechniques of online gambling fraud within the context of limited AML/CFT controls or
regulatory responses in many jurisdictions. From the payment methods standpoint, the volume
of remote gambling transactions taking place over the online platforms with 24/7 accessibility is so
laxge and the payment methods are so varied, that it is of paramount importance to develop
efficient mternal controls based on the periodic reviews of the results of the internal AMI/CFT
nisk-assessinents. Notably, the 2092 Supranational Risk Assessment Report by the Furopean
Commission identified the “gambling sector” and online gambling, as a “high risk” area of
AML/CFT conecern due to “the non-face-to face element, huge and complex volumes of
transactions and fimancial flows” involving cryptocurencies among other payment instruments.

Prepaid cards have been identified as 2 highly popular method to acquire materials for the terrorist
attacks and therefore it is important to conduct staff training based on newly available information.

'The non-exhaustve list of conduct that may be mdicative of terrorist financing risk include the
following examples:
® The parties to a transaction are based & a country or counties that are on a list of
state sponsors of terrorism or a sanctions list.
© Adverse media/ negatve news screening reports indicative of links to the terrorist
organizations.
& Small regular deposits that are structured to avoid detection.



6. Risk- Based Approach (ML/ TF risks’ detection)

Company applies a risk -based approach in combating exploitation of its online platform
for the purposes of ML and TF. The methodology the Company adopts is based on the
Guidance of the Financial Action Task Force (FATF) as regards ML/ TF Risk Assessments
and determines a sk level by evaluating types of risk, threats, vulnerabilides, controls,
consequences, the likelihood of it happening, and the impact it may have on the business
model in a particular geographical Iocation.

Specifically, AMI/CFT risk assessment categories center around the risks associated with:

@ the range of products and services the Company offers,

@ transaction risks,

e players’ risks,

@ geographical risks

e emplovee risk.
Based on the analysis of the risk indicators, the risk model calculates a risk rating of low,
medium or high which is then used to create 2 risk profile which is then assigned to the
players and payment service providers at the onboarding stage and is reassessed and
amended during the business relationship within the famework of periodic KYC/KYB
reviews. Online casinos possess inherent high risks, so the Company stiives to rely on its
AML and Ant-Fraud key personnel to maintain effective nternal controls and CDD
measures as reflected in relevant policies. ‘

BETWINNER'S AML RISKS' FOCUS




7. Customer Due Diligence Guidelines (CDD, EDD)

In the EU, the EUs 4° AML Directive (AMLD4} expanded CDD requirernents to CASINOY
and the entire gambling sector. It requires “idenafying the customer and verifying the
customer’s identity on the basis of docurnents, data or information obtained from a reliable
and independent source.” It fwther requres CDI} on customers placing a stake or
collecting winnings of €2,000 or more. Furthermore, AMLDS and AMLDG, buld upon
these measures, clarify certain regulatory details, and toughen criminal penalties for non-
compliance. For example, AMLDS requires that icensed operators ensure that a casino’s
customers are correctly identfied as a part of their risk-based casino anti-money laundering
assessments. Whereas Curacao AML legislation is loosely based on these principles,
Luckyroo N.V. takes into account the EU legislation as well as FATF Recommendations
when approving its KYC policy on an annual basis.

When establishing a business relationship with customers it is imperative to idenafy whether
a customer wishing to use the Company’s online plaform poses any money-laundering,
terrorist financing or proliferation financing threats to its ecosystem. CDD forms the basis
of the risk-based assessment for risk scoring purposes based on the analysis of varnious types
of suspicious activities including behavioral indicators, transactional indicators, customer
profile and product and services’ indicators. In the context of AML, customer due diligence
process is a procedure which mcludes the identification of the potential customer,
verification of his/her identity and age, collection of additional information to construct an
economic profile of the account holder, assign a risk rating, and monitor his/her behavioral
and transactional patterns for any deviations that may be construed as a violation of
AML/CFT legislation and policies. Research mto the customers can be done via open-
source tools such as social media checks, property ownership checks, employment checks,
insolvency checks etc. Due Diligence measures may be simplified when the analysis of the
initial customer data places such applications in a low-risk category, whereas Enhanced Due
Diligence (EDD) is applied to cases that require additional screening due to the system
flagging certain data entries such as PEPs (polidcallv-exposed persons), customers fom
high-risk jurisdictions etc .

Luckyroo NV, created a tisk scoring systemn by categorizing customers in accordance with
set risk profiles which are construed from the physical location of the customers, their
transactional behavior and the products they use. The integrity of the Luckyroo NV, 's
gaming envirorument is maintaned through the application of protocols based on utiizing
advanced technology and third-party databases inchuding 2 proprietary anti-fraud systemn for
onboarding and transaction monitoring, artificial mtelligence twols (Al), biometric

identification in some instances and RegTech screening tools such as WorldCheck,
LexisNexis, SEON ete.

Activities or tvpe of players that may mdicate a higher nisk include the following categories:



1. Unusual requests that do not fall within the recommended guidelines such as to bypass
KYC verification process etc.

2. Requests to withdraw winning via another payment method which differs from the one
that was used for the original placement of the bet,

3. Anonymous customers

4. Economic profile is inconsistent with the increase in gambling activity

5. Attempts by the same individual to create multiple accounts

6. Drastic changes in the gambling pattern

7. High-value staking/ high transaction volume
Additionally, Luckyroo N.V. conducts due diligence checks on business relationships such
as counterparties, agents, affiliates, and third-party service providers to ensure the partmers
comply with AML standards and regulations.

8. Trapsaction Monitoring

Transaction monitoring in the betting and gambling industries is 2 critical component of
regulatory comphance and anti-money laundering (AML) efforts. Giver: the high volume of
transactions and the potential for misuse, these industries are closely monitored by
regulatory bodies to prevent illicit activities such as money laundering, fraud, and financing
of terrorism. Luckyroo N.V.s objective is to mitigate challenges arsing from the high
volume and velocity of transactions where makes challenging to monitor each transaction
effectively, and the use of cryptocurrencies and other digital payment methods that
complicate the monitoring process.

In anutshell, the Curacao regulatory landscape focuses on defining the indicators that may
suggest the transaction is of an unusual nature so that it may be reported to the Curacao
Financial Intelligence Unit (FIU Curacao). Therefore, an adequate transaction monitoring
system 5s a vital part of complying with the licensing requirements in Curacao.

Luckyroo N.V.’s anti-fraud team is in charge of operating a proprietary anti-fraud system
which analyzes players” data on the basis of the automatic checks performed through a
aumber of electronic systems such as  WorldCheck and manual checks performed by a
teamn of analysts via varous data sources. Any discrepancies identified by the first line of
defense are escalated to the team lead and then may be ultmately reported to the
AML/CFT Officer in writing through an ternal suspicious activity report (SAR).

This svstem is an automated monitoring system which allows to monitor transactions in
real-time, flagging suspicious activities based on predefined rules and thresholds. The anti-
frand team uses machine learning and data analytics to enhance detection capabilities and
reduce false positives. Additionally, the system is configured in a such a way as to focus on
high-risk transactions, such as large cash deposits, frequent transfers, and cross-border
transactions and the parameters reflect cirrent and emerging threats to capture bad actors
by flagging suspicious activity mternally, and, where necessary, to financial intelligence units
(FIUs).




Components of Luckyroo N-V.s transaction moDioring system:

Automated System: Advanced software soltions are employed to monitor Fansacions i

real-time. These svstems use algorithms and machine learning to idendfy patems and

anomalies that may indicate suspicious activities.

Risk Assessment: customers and transactions are assessed for risk based on various factors,

including the amount and frequency of wrausactions, geographic location, and customer
behavior.

Alert Generation: When suspicious actvity is detected, the system generales alerts that are

reviewed by compliance officers. Alerts are based on predefined rules and thresholds, such
as unusually large transactions or frequent deposits and withdrasvals.

Common techniques include geolocation tacking, source of funds verification for high-
value transactions, behavioral analysis by monitoring changes in bettng patterns or gambling
behavior that deviate from the nom for a specific customer as well as transaction velocity
{quick movement of funds between accounts and/or frequent high-value transactions withm
a short penod).

CDD s tiggered in the following scenarios: creation of an onlne account; doubts about
the authenticity of the provided information and documents; suspicious customer profile
and/or transactional activitv, unauthorized attempts to change the player’s profile and a
transaction or transactions that appear to be linked amount to 2000 euros or more. When
2 transaction or a sexies of transactions that appear to be linked amouats to more than 2000
euros, the CDD measures are applied automatically {the wagering of a stake, the deposit of
funds or the collection of the winnings through the withdrawal of the fimds constitute a
transaction in such cases). Periodic reviews of the existing records and ongoing monitoring
of the transactional patterns of the regular players also form an integral part of the CDD

measures.

As part of combating money-laundering, frand and terrorist financing, plavers’ IP addresses
are tracked via an embedded tool in the proprietary ant-fraud system i order to ensure
the site is accessed from non-restricted cowntries. This measure also helps detect suspicious

activity such as attempts to set up multiple accounts by the same individual, or block
individuals who have been blacklisted or self-excluded. The propretary software also
monitors data as regards the plavers’ fransaction hustory, betting amount, information on
wins and losses, players’ geolocation, pattern of gambling activity and duration of playing.
These tools may be used in instances where a customer risk’s rating is deemed to be high
due to presence of some behavioral or transactional triggers that point to a potential

AME/CFT breach.

In cases where the CDD measures cannot be applied, the account gets locked during an

attempt to complete CDD and vitimately the business relationship with the customer gets

terminated due to the failure to satsfy AML/ CFT legislative requivements and the funds

are refunded back to the customer through the same payment channel and account used to
deposit the funds.



EDD and ongoing menitoring are applicable to cases that receive a high-risk rating. Such
examples may mclude doubts as to the authenticity of the documents, a high-risk third
country location of the customer, a Politically Exposed Person (PED) status of a potential
customer. unusual behavioral patterns and therefore require additional investigations in the
form of addiional verification checks, adverse media screening or requests to provide
additional documentation as regards the source of wealth, source of funds, utlity bills, etc.

9. Politically- Exposed Persons (PEPs)

Enhanced Due Diligence (EDD) 15 a crucial process In the onle beting and gembling
industres aimed at preventing money laundering, fraud, and other illicit activities. EDD
refers to the additional measures taken by companies to thoroughly verify the identity and
background of their clients, particularly those posing higher rsks. High-nisk customers in
the online gambling and betting setting are those who have high transaction volumnes, deposit
or withdraw large amounts, exhibit unusual betting patterns or are Pohtically Exposed
Persons (PEPs). A PEP is an mdividual who recently held or is cumendy holding a
prominent public position such as a head of state, member of the Parliament, government,
directors of mternational organizations etc. Family members of PEPs and close assocates
are also considered PEPs, so their applications are also treated as high-risk by the Anti-
Fraud team and relevant risk management procedures are activated when processing such
requests through the senior management.

At Luckyroo N.V. PEPs’ cases are handled by the senior management team whose approval
1s necessary to transact with such individuals. Furthermore, an internal register of such cases
is kept by the MLRO office.

PEP Risk Levels
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10. Sanctions Management, FATF blacklist, License Restrictions

Sanctons screening 1s the process of checking individuals, organizations, and transactions
against various sanctions lists to prevent illegal actvities and ensure compliance with
international regulations. The purpose of sanctions screening 1s to comply with
internatonal, natdonal, and regional sanctions regulations, prevent financial crimes such as
money laundering and terrorism financing and to protect the reputation and itegrity of the
betting and gambling industry and Luckyroo N.V. in particular. Whereas EDD focuses on
enhanced verification of high-1isk customers, sanctions screening specifically checks against
sanctions lists to identiy prohibited endties.

As a Curacao-based entity with an EU-based payment agent Luckyroo N.V. complies with
the key sanetions lists which are part of the internatonal regulatory framework, including:

# United Nations Security Council (UNSC) Sanctions

hmsvwwaan.oresecuribveouncil/conenyam -seconsohidated-lisg,

4 Furopean Union (EU) Sanctons
DS s e e0s CUTODR 1Y e L AS/ C UTODE AT UNION-SaNCLGHS  ¢h

% United States (OFAC) Sanctions: Office of Foreign Assets Control.
himpsysancionssearch.otac.eas.gov

# UK Sanctions: HM Treasury Sanctions.

htpsyAsawoovak/ sovenment/ecollections/Anancial-sancnons-regime-specihc-

consolidateduhistsand-releases

% Other Jurisdictions: Local sanctions regulations.

In addition, Luckyroo N.V. uses vartous databases such as WorldCheck Refinitiv and
open-source databases for sanctions and PEP screening. In unlikely circumstances where a
payee or a customer are identified as a designated person, payments will not be processed
and an mnternal SAR/STR report will be submitted to the MLRO office for further

regulatory processing If necessay.
FATTTF black hist

The Company’s primary goal in this regard is to prevent making payments o designated
persons and sanctioned entities andfor serve customers from FATTF black-listed countries
such as Democratic People’s Republic of Korea, Iran, Sudan and and countries that are
on the State Sponsors of Terrorsm list by the U.S. Department of State i.e. Cuba, North
Korea, Iran and Syra

{ htpsywawstaie sov/simle-sponsors-olte rorism, ).




License Restricions

Luckyroo N.V. operates under the Curacao online gaming license and is therefore banned
from offering its online services m Aruba, Boraire, Curacao, France, the Netherlands, Saba,
Statia, St. Maarten, Singapore and the USA. It does not operate in countries where there
15 a total ban on gambling such as China, Turkey, Brunei, Cambodia, Japan, Qatar,
Lebanon, Poland inter alia or where the Company is required to obtain a local gambling
license in order to operate locally (USA, UK, EU countries for instance).

11. Suspicous Activity Reporting Gmidelines

Reporting suspicious activities in the gambling and betting industries is a critical component
of maintaining the integrity of these sectors and preventing them from being exploited for
llegal purposes such as money laundering, fraud, and corruption. Suspicious activity is
reported for legal compliance purposes as failure to report can result in significant fines and
legal consequences for individuals and businesses. It also helps ensure customer protection
and helps safeguard customers from fraud and exploitation, ensuring a fair and safe
environment for betting and gaming. Suspicious activity Includes unusual transactions,
structuring, unusual account activity and non-typical behavioral pattem, either too excessive
or too disinterested in the betting outcomes, for mstance. Unusual gambling patterns are
investigated first to determine whether the exact nature of the transaction is just unusual or
there are grounds to believe that it may be affiliated with the proceeds of a crime. According
to articie 1 of the Norut, 1t is an internet gambling entity’ s duty to report unusual transactions
through the FIU Curacao’s goAML portal which has been in use since January 1, 2021.
Therefore, if the nominated officer determines that the intemally reported suspicious
activity should be disclosed to the regulatory authorities, he does so via the portal to comply
with the Company’s AML/CFT reporting protocol and obligations. In the meantime, the
business relationship with the suspected customer is to be paused or terminated, depending
on the circumstances.

In cases where emplovees of the Company know, suspect or have reasonable grounds to
beheve that a person is attempting to finance terrorism or launder money, a relevant
reporting protocol is activated, and a suspicion report must be submitted to the nominated
officer who then determines whether there are grounds for further regulatory action.

In a2 B2C setting suspicious activity may include using several anonymeous payment methods
i.e. prepaid cards; location of the payment method does not correspond to the geolocation
of the customer; depositing a large sum and withdrawing it after no gaming or little gaming
activity; a withdrawal request to a third-party payment method.




In 2 B2B setting suspicious activity may include using an intermediary for document-related
requests; source of wealth does not match the reported financial dara; frequent changes of
ownership in a shirt time; lack of willingness to provide due diligence documentation.

Luckyvroo N.V. keeps detailed records of all ransactions and activities that seem SUSPICIOUS,
including dates, amounts, methods, and any other relevant details. As regards customers,
the anti-fraud and AML teams documnent alt available mformatdon about the individuals or
entities involved, including names, addresses, account numbers, and identification.

12. The Money Laundering Reporting OGfficer (MLRO)

MLRO, or Money Laundering Reporting Officer is a designated individual who oversees
compliance with AML regulatons at Luckyroo N.V. Itis a crucial role which encompasses
bemg authorized to commumicate with the relevant authorities m Curacao as well as
supervise a team of AML compliance officers and their day-to-day operations, mcluding
maintaining robust age verification protocols, promoting responsible gamblmg practices,
preventing gambiing-related addiction, promoting self-exclusion tools.
The MLRO 15 also responsible for disclosing suspicious actvity, Including suspicious
ansactions, to the FIU in Curacao. Intemaily, the AML/CFT Officer is requested to
prepare quarterly AML reports for the Board of Directors to keep the Board members
informed of any recommended changes that may be required to manage the AML/CFT
compliance program.

13. Senior Management Responsibility

‘The Company’s senior management is fidly engaged in the process of assessment of inherent risk
categories. It is required by the Board of Directors that a nominated AML/CFT Officer regulariy
updates the Members on any significant deviadons related to the control environment and
produces an annual report covering the operator’s systerns and controls that mitigate the rsks of
money-launderning, terrorist financing and proliferadon financing. Perodic reviews of the relevant
policies and procedures take place quarterly based on monthly risk assessments’ results and the
AMI/CFT Officer may request the approval of the Board of Directors for any changes in
Luckyroo N.V.'s AML/CFT policy in order to remedy any identified weaknesses in the internal
controls and risk management practices, should they arise.



14. Exoployee Training Program
Employees in the betting and gambling industries are on the front lines of AML compliance.
Their ability to identify suspicious activifies, report them effectively, and conduct due
diligence is critical in preventing these sectors from being used for illicit purposes. By
providing comprehensive training, fostering a culture of compliance, and ensuring that
employees understand their role in AML efforts, Luckyroo N.V. strives to enhance the
Company’s defenses against money laundering and other financial crimes.
Luckyroo N.V.s employvees play a crucial role in Ant-Money TLaundernng (AML)
cornpliance within the betting and gambling industries. Their actions and vigilance are
essential in preventing these sectors from being exploited for money laundering and other
ilicit activities. They are made aware of the fact that failing to report potential breaches of
AML Policies may lead to administrative and criminal charges.
The Company’s employees, especiallv those in customer-facing roles or positions that
mvolve handling financial transactions, must have a thorough understanding of the
company’s AML polictes and procedures. This includes knowing the tvpes of transactions
that should be considered suspicious, the process for reporting such transactions, and the
mmportance of maintaining customer confidentiality.
A key part of an employee's role m AML compliance is to be vigilant and identify any
activities that seem unusual or do not fit with the normal behavior of a customer. This could
mclude large and mconsistent bets, frequent changes in betting patterns, or transactions that
seem to have no apparent purpose other than to move money through the systern.
Once an employee identifies a potentially suspicious transaction, they must report it through
the appropriate channels to the MLRO office. The reporting protocol involves filling out a
Suspicious Activity Report (SAR) and using the company's internal reportng svster.
Emplovees are trained on how to report suspicions and the importance of doing so
promptly on an annual basis or more frequently in line with the needs of a particular
department.
Emplovees mnvolved i customer onboarding or account management are responsible for
conducting due diligence checks on customers. This mcludes verifyng their identity,
understanding the scurce of their funds, and ensuring that they are not listed on any
sanctions or watch lists. Employees are trained on how to conduct such checks diligently
and escalate any concerns where necessary.
Employees mvolved m AML compliance at Luckyroo N.V. mnderstand the importance of
maintaining the confidentiality of their reports and any information related to suspidous
activities. They are made aware of data protection laws and ensure that customer
information is handled in compliance with these regulations.




15. Record- Keeping

Luckyroo N.V. is subject to The Company complies with all the relevant legisiation as
regards having an audit trail in cases where it is asked to assist in the investigations by law
enforcement agencies. Generated records are refained in electronic form for a period of 3
vears in accordance with the data protection regulations from the date of the establishment
of a business, commercial or a professional relationship with an employee, 2 customer or a

business partner.

Such a business relationship arses between the Company and a customer from the tme
when an account is open until the fime when the relationship is tenminated. Duning the
relationship the Company undertakes to satisfy CDD measures stipulated in the legislation
and carry out an ongoing monitoring of the account actvity to adjust its risk rating where
necessary.

16. AML Compliance Audit

Auditing procedures are systematic exarninations of a compamy’s financial records,
operations, and compliance practices. Auditing begins with the planning stage, confinues
with collecting and analyzing data, and concludes with reportng and follow up to ensure the
corrective actions are effective.

As such, maintaining effective defenses against financial crimes is at the cornerstone of the
Betwinner's AML Compliance Audits which are carried out annually and/or when there are
significant changes in regulatons, the nature of company’s operations or detected non-
compliance cases.

The audit program’s focus is on Customer Due Diligence (CDD): Review the effectiveness
of KYC (Know Your Customer) processes and the thoroughness of customer identthcation
and venfication procedures.

Transaction Monitoring: Assess the systerns and procedures for monitoring and analyzing
transactions to identfy suspicious activities,

Suspicious Activity Reporting (SAR): Evaluate the timeliness and accuracy of reports
submitted to regulatory authorities regarding suspicious activities,

Record Keepmg: Ensure that al required records are maintained for the specified duradon
and are easily retiievable.

The results of the compliance audits allow Luckyroo NV, to establish internal controls
which consist of policies and procedures designed to ensure compliance with law and
regulation and aid the prevention of fraud.
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Appendix 2




Appendix £ (confinued)

1. Type of Service (detmited descripsion of the service, the full {ist of goods - name, quandity, cogs of
delivery, ete;

Replenishrient of the balance of the client

2. The stazus of the service / delivery of goods {provided ontine, the goods are shipped, the goods
are sent. the customer's balance is replenished, replenistied, but not spent, eic Indicate your siatus);

Tha customer’s balance was replenishec and the zmount was spEnL

3. IP-address of the client frem which he reqistered on the site {specify the date of registration),
the fermation of the above order;

iP-addross:
Date of registradion: 2%/05,2023 04:380%

4. The address of delivery oF the goods (the address possal, clecrosic, login, zocommt, telephone number,
pursc number and wther information, dependiag on the ype of services vou proviga).

Account number: 3853007665

S. Customer's data:

3]
First narne
Patranymic
Sumame Lamus Rosen
Country Crilz
City Talmhaane
Emait patriziocamusig
Phome I5974ATE64ES
Currency C=ilear seso
Date of birth L5580

Registration date CEAE0TE G385




Appendix 4

Suspicious Activity Internal Report
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Appendix 5
Due Diligence Onboarding Form

COURTERPARTY DUE DILIGENCE QUESTIONKAIRE

s part of onboarding proesss. the Company is teguired to colleet information and verily
the ientitios of key individeals associated seith wour business, [t s alig oblized 10
cenduet prtiodic roviews of your busines infortation,

You nuast qetify us of any materis] ehanges pertafning to the rompany and netify any
parlies mrstionsd in this forma that their personal information has beon procassed b s

for thix pmrposc.

1. BRANDITRADE NAME' PARENT COMPANY IF ATPLICARLE

LECAL ENTTIY NAME (FOR CONTRACTUAL PURPDSES)

14

3. DATE OF REGIETRATION AND RECISTRATION NLBER

4. RECISTERED ADDRESS

3. WEBSIIE. API OWNERSHIT INFORMATION, PLATFORNM SOLUTION
6. TYPE OF BUSINESS

RESELLER H INTRODUCER

EMI PL

AGGREGATCR | CRYTTO-ERCILANGE |

SR :__'_'] OTHER :[‘

T. LICENSE INFORSLATION: PCI DSS CERTTFICATION

3. PAYMENT METHODS OTHER SERYICES




Appendix 5 {contimued)

g, TARGET MARKETS {COUNTRIN OF OPERATION

P BETY IRBHYIDLALS

Bleime provade the followiing detads on the ditecton Gsrpuatories g sk ascholders aind

Ul
DERFOTOR %) - monne. stivse. colbossabip, ressdentind addioes wnd rosadenm prznnt

SLAREHOLDPEH(S- uame, sotnane, cibizenlup, cosidenisal sddiees aud reapdoner

prepinid

DHOOSY - paene. sonese. cittzensbep. cesidential addies and ronadeses pornas

PL HASYOUR BUSINESS GIL ANY OF T KEY PERSONS BEEN INCLUDEDBIN
AXY =ARCTIONS LIRS OR IS U RER CRIN AL IWVVERTICATIONT
At N

Y

P20 09 ARY OF THE KEY INEVIDLUALS IN VOUR COMPARNY AFFHAATED WiITH

THE LSy
39 L TR UNDERSIGNED, DERERY TERTIFY THAT I HAVE THE AUTHORITY
TO PROVIDE THE INPORMATION IN THIS BOHM AND THAT INFORM VTION
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