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ABOUT THE TEST HOUSE

Lean Lab Company Limited (hereinafter known as “RiskCherry”) provides compliance assessment services to the gaming industry and authorities. The 
laboratory is stationed in MO.2, Ruby Ninu, Pendergardens, Block 17, Level 1, Triq Gort, San Giljan, STJ 9023, Malta. All testing activities are carried out at the 
location Georgi S. Rakovski Street 128, 4th floor, Sofia Bulgaria. In certain cases the client’s facility would also be used at its specified location. RiskCherry 
has obtained the relevant accreditation related to testing and assessment of random number generators.

RiskCherry implements cutting edge technology and process management to provide leaders in the industry with high quality assessment in a short period 
of time. Every report issued under the RiskCherry logo undergoes rigorous checks and automatic validations before reaching our clients.

PREFACE

This report represents the identification of the gaming product under assessment, information about the laboratory, scope and methodology used, the 
applied scope of assessment, a list of all executed tests associated directly with the assessment scope, and RiskCherry’s final verdict of compliance with 
regards to the tested product. The report has been issued under the supervision of RiskCherry’s assigned Quality Manager, or the Head of Compliance and 
Quality. The accuracy and truthfulness of this report have been fully assessed during a strict mandatory quality assessment. If report errors are detected, the 
client should contact their assigned customer service representative. 

RiskCherry reserves the right to issue report revisions in such cases when additional information relevant to the validity of the report has presented itself 
to the test laboratory. In case an amendment to the report is required, a new report is issued with an incremented Revision index (R0) to the Report ID, and the 
Revision Info section is filled in detailing the reasons for the new Revision while making a direct reference to the old Revision via Report ID.

METHODOLOGY

RiskCherry provides assessment of gaming systems using officially recognized and accredited assessment methods. These methods cover all applicable 
components of the product in scope. Our test engineers carry out testing by applying elaborate techniques such as documentation evaluation, source code 
analysis, statistical assessment of simulations, functional tests and visual assessment to ensure the product complies with all relevant requirements. 

All testing activities are performed under strict supervision of Head of Compliance & Quality and the Technical Director in a controlled and isolated 
environment. In cases where external parties or factors have had influence on the testing, this shall be explicitly stated in this document. In cases where 
sampling is performed as part of the test procedure, this shall be explicitly stated in the document. The document shall include a detailed account of any 
samples taken, including but not limited to: the date of sampling, sampling method performed, sampling location and any other internal or external factors 
which may have had an impact on the sampling. Any other deviations from the methodology stated in this section shall be explicitly stated in this document. 
The specific scope of methods used in this test report are referenced in the Assessment Scope section. If individual opinions/interpretations with regards to 
the achieved test results need to be included in the report, the report explicitly states the basis for their inclusion, the name and qualifications of the 
personnel authorized to express them. When opinions/interpretations are directly communicated by dialogue with the applicant, a record of the dialogue is 
retained. All opinion/interpretation expressions are approved by the Quality Manager, or the Head of Compliance and Quality.

ASSESSMENT SCOPE

The applicant has requested from the laboratory to assess the product as provided by the applicant in its entirety against all relevant official requirement, 
as listed below. Only requirements related to random number generators have been tested. All requirements related to supplier and operator game, platform, 
security, system changes and any other non-RNG elements fall out of scope for this report.
     - Remote gambling and software technical standards February 2021 (updated with 17 January 2025 changes)
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TEST EQUIPMENT
During RNG assessment, RiskCherry always uses the latest stable version of the applicable test suites and tools.

Device Operating System R Stats Tool Dieharder Test Suite NIST Test Suite Kolmogorov-Smirnov Test Suite

HP ProBook 
450

Windows 11 Pro 4.5.3 for Windows 3.31.1 DAVE 2.5 4.6.0

IN-HOUSE TOOLS

Name Version Description

cherry-doc-generator 1.0.0 Generates reports based on pre-defined templates per jurisdiction.

qa-assistant 1.0.0
Assists in various validations such as checksum verification, round 
time duration measurement etc.

SAMPLING
The statistical analysis testing of the RNG is performed using a binary data file which contains an array of at least 10GB randomly generated 32-bit little 

endian unsigned integers using the RNG submitted for testing. The sample is generated on a system which is set up and configured as close as possible to 
the production environment where the RNG will be used live.

ID Sampling Date Sample Size Sampling Method Sampling Location Sampling Population

riskcherry-
cryptosecure-10gb-
Upload2.bin; 
riskcherry-pf-
instant-10gb-
Upload2.bin; 
riskcherry-pf-
scheduled-10gb-
Upload2.bin

2026-03-09 10GB Simple Random Sampling Malta Random number 
generator

REQUIREMENTS

Verdict 
Requirement 
Ref.

Requirement Text (English)

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 1A

Where customers hold a credit or debit balance, the pages or screens used for gambling and to move money into and 
out of accounts must display the customer’s current account balance, in the currency of their account (eg dollars, 
euros or pounds sterling), whenever that customer is logged in. Where it is not practical to display current balance 
from gambling screens then easily accessible links to this information must be provided.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 1B

Customers must have easy access to at least three months account and gambling history without having to contact 
the licensee. A minimum of 12 months of gambling and account history must be made available on request. The 
ability to request this information should be made clear to customers and be provided as soon as is practicable.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 1C Customers must be able to access information about their net deposits. 

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 2A

The remote gambling system must make available clear information about the amount of money being gambled by 
the customer, including any conversions from one form of currency to another, or from currency to credits, chips or 
other tokens etc, at the point of conversion.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 2B

The gambling system must display sufficient relevant information about the customer’s gamble so that the content of 
the gamble is clear.
This information must be made available before the customer commits to the gamble including, for example, in the 
artwork and textual information displayed during gaming, or on an electronic equivalent of a betting slip or lottery 
ticket.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 2C

The gambling system must enable customers to choose whether to accept price fluctuations (in either direction) that 
occur after their bet is requested.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 2D

Customers who choose to use third party user interfaces must be informed that applications may not display full 
information about their gambles.

N/A (Тhis 
requirement is not 
applicable for MGA) 2E

All gaming sessions must clearly display a customer’s net position, in the currency of their account or product (e.g. 
pounds sterling, dollar, Euro) since the session started.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3A

An explanation of the applicable rules must be easily available to the customer before they commit to gamble.
The content including artwork and text must be accurate, and sufficient to explain all of the applicable rules and how 
to participate.
All reasonable steps must be taken to ensure that the content is understandable.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3A-JP

An explanation of the applicable rules must be easily available to the customer before they commit to gamble.
The content including artwork and text must be accurate, and sufficient to explain all of the applicable rules and how 
to participate.
All reasonable steps must be taken to ensure that the content is understandable.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3B

Where relevant, as the game or event progresses, information that may reasonably be expected to enable the 
customer to understand the current state must be displayed.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3C

For each virtual event, game (including bingo), or lottery, information that may reasonably be expected to enable the 
customer to make an informed decision about his or her chances of winning must be easily available before the 
customer commits to gamble. Information must include:
i. a description of the way the game works and the way in which winners are determined and prizes allocated
ii. house edge (or margin)
iii. the return to player (RTP) percentage or
iv. the probability (likelihood) of winning events occurring.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3D

For each virtual event, game (including bingo), or lottery, content describing the potential prizes and payouts or the 
means by which these are calculated or determined must be easily available before the customer commits to gamble.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 3D-JP

For each virtual event, game (including bingo), or lottery, content describing the potential prizes and payouts or the 
means by which these are calculated or determined must be easily available before the customer commits to gamble.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 4A

Where speed of interaction has a significant effect on the customer’s chance of winning, operators must assess the 
level of risk and demonstrate to the Commission that they are taking reasonable steps to reduce the risk to 
customers.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 4B

For time-critical events, the customer should be informed that they might be at a disadvantage because of technical 
issues such as slower network speeds, or slower end user device performance.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 5A-1

All reasonable steps should be taken to ensure that gambles are accepted, processed and settled in accordance with 
the operators’ published terms and rules, and the rules of the specific game, event, or bet.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 5A-2

Where unexpected system flaws, faults, or errors that affect the customer occur, steps are to be taken as soon as 
practicable to remedy the problem and ensure that the customer is treated fairly according to the circumstances.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 6A

Play-for-free games must implement the same game rules as the corresponding play-for-money games offered on the 
same facilities (ie the same website).
Operators must take all reasonable steps to ensure that play-for-free games accurately represent the likelihood of 
winning and prize distribution in the play-for-money game.
For the purpose of this requirement playing a game includes participating in a lottery and/or betting on a virtual event.

Compliant 7A

Random number generation and game results must be ‘acceptably random’. Acceptably random here means that it is 
possible to demonstrate to a high degree of confidence that the output of the RNG, game, lottery and virtual event 
outcomes are random through, for example, statistical analysis using generally accepted tests and methods of 
analysis. Adaptive behaviour (ie a compensated game) is not permitted.
Where lotteries use the outcome of other events external to the lottery, to determine the result of the lottery the 
outcome must be unpredictable and externally verifiable.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 7B

As far as is reasonably possible, games and events must be implemented fairly and in accordance with the rules and 
prevailing payouts, where applicable, as they are described to the customer.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 7C

Game designs or features that may reasonably be expected to mislead the customer about the likelihood of particular 
results occurring are not permitted, including substituting losing events with near-miss losing events and simulations 
of real devices that do not simulate the real probabilities of the device.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 7C-JP

Game designs or features that may reasonably be expected to mislead the customer about the likelihood of particular 
results occurring are not permitted, including substituting losing events with near-miss losing events and simulations 
of real devices that do not simulate the real probabilities of the device.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 7D

The rules, payouts and outcome probabilities of a virtual event or game may not be changed while it is available for 
gambling, except as provided for in the rules of the game, lottery or virtual event. Such changes must be brought to 
customer’s attention.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 7E

Except in the case of subscription lotteries, the system clearly and accurately display the result of the game or event 
and the customer’s gamble. The result must be displayed for a length of time that may reasonably be expected to be 
sufficient for the customer to understand the result of the game or event in the context of their gamble.

N/A (Тhis 
requirement is not 
applicable for MGA) 8A The gambling system must require a customer to commit to each game cycle individually.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 9A An explanation of the jackpot rules must be clearly available to the customer before they commit to gamble.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 9B Jackpot systems must be configured and operated with adequate fairness and security.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 10A

Operators must take all reasonable steps to ensure that their policies for instigating or dealing with service 
interruptions are fair and do not systematically disadvantage customers.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 10B

Systems must be capable of recovering from failures that cause interruptions to gambling, including where 
appropriate, the capability to void gambles (with or without manual intervention), the capability to suspend betting 
markets, and taking all reasonable steps to retain sufficient information to be able to restore events to their pre-failure 
state.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 10C

Operators must make available information about their policies regarding service interruptions in various different 
circumstances.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 11A

Measures intended to deter, prevent, and detect collusion and cheating must be implemented.
Gambling systems must retain a record of relevant activities to facilitate investigation and be capable of suspending 
or disabling player accounts or player sessions. Operators must monitor the effectiveness of their policies and 
procedures.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 11B

Information must be made available about the operator’s policies and procedures with regard to cheating, recovered 
player funds and about how to complain if a customer suspects other participants are cheating.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 12A

The gambling system must provide easily accessible facilities for customers to set their own financial limits at any 
time from the point of registration. 

Customers must be prompted to set a limit as part of the registration process or at the point at which the customer 
makes the first deposit or payment. The limit must be implemented as soon as practicable after the customer’s 
request. The customer must be informed when the limit will come into force. 

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 12B

Customers must be presented with a ‘free text’ box to set a limit, or the equivalent in the case of telephone gambling. 
As a minimum, limits must be applied at the account level. 

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 12C

Financial limit facilities must be provided via a direct link on the homepage and be clearly visible and accessible. 

Financial limit facilities must be clearly visible and accessible on deposit pages/screens or via a direct link on these 
pages or screens. 

The gambling system must minimise the number of clicks or pages customers make in order to access financial limit 
facilities. 

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 12D

Customer-led limits must only be increased at the customer’s request, only after a cooling-off period of at least 24 
hours has elapsed and only once the customer has taken positive action at the end of the cooling off period to 
confirm their request. 

Unless systems/technical failures prevent it, customer-led reductions to limits must be implemented immediately.  

The gambling system must provide a prompt to customers to review their own account and transaction information, 
as is currently made available under RTS 1 – Customer account information. This must be provided at a minimum of 
six-month intervals for accounts with activity within a rolling 12-month period. Customers must be provided with 
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facilities to set more frequent reminders to receive this statement and review their limits. 

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 12E

Financial limit-setting facilities must present setting a limit as the default choice. The gambling system must require 
an action by the customer in order to decline setting a limit. 

The gambling system must receive confirmation that the customer does not wish to set a limit before moving on to 
deposit/gamble. 

The gambling system must prompt existing customers without limits set to review this position as a minimum on an 
annual basis.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 13A

Where the gambling system uses full screen client applications that obscure the clock on the customer’s device the 
client application itself must display the time of day or the elapsed time since the application was started, wherever 
practicable.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 13B

The gambling system must provide easily accessible facilities that make it possible for customers to set a frequency 
at which they will receive and see on the screen a reality check within a gaming session. A ‘reality check’ means a 
display of the time elapsed since the session began. The customer must acknowledge the reality check for it to be 
removed from the screen.

N/A (Тhis 
requirement is not 
applicable for MGA) 13C The elapsed time should be displayed for the duration of the gaming session.

N/A (Тhis 
requirement is not 
applicable for MGA) 14A

Gambling products must not actively encourage customers to chase their losses, increase their stake or increase the 
amount they have decided to gamble, or continue to gamble after they have indicated that they wish to stop.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 14B Consumers must not be given the option to cancel their withdrawal request.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 14C The gambling system must not offer functionality which facilitates playing multiple games at the same time.

N/A (Тhis 
requirement is not 
applicable for MGA) 14D

It must be a minimum of 2.5 seconds from the time a game is started until the next game cycle can be commenced. It 
must always be necessary to release and then depress the 'start button’ or take equivalent action to commence a 
game cycle.

N/A (Тhis 
requirement is not 
applicable for MGA) 14E The gambling system must not permit a customer to reduce the time until the result is presented. 

N/A (Тhis 
requirement is not 
applicable for MGA) 14F The gambling system must not celebrate a return which is less than or equal to the total stake gambled.

N/A (Тhis 
requirement is not 
applicable for MGA) 14G

It must be a minimum of 5 seconds from the time a game is started until the next game cycle can be commenced. It 
must always be necessary to release and then depress the 'start button’ or take equivalent action to commence a 
game cycle.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 15A

Information must be made available that explains that ‘live’ TV or other broadcasts are delayed and that others may 
have more up-to-date information. Main in-play betting pages must include this information where practicable.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 16A

Where peer-to-peer customers may be gambling against programs deployed by other customers to play on their 
behalf, or customers assisted by third party software, information should be made available that describes that this is 
possible, and if it is against the operator’s terms and conditions, how to report suspected use.
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N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 16B

Operators must make it clear to players whether the use of third party software is permitted and if so which types. 
Operators that prohibit certain types of third party software must implement measures intended to deter, prevent, and 
detect their use.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 16C

Where operators use programs to participate in gambling on their behalf in peer-to-peer gambling, easily accessible 
information must be displayed, which clearly informs customers that the operator uses this kind of software.

N/A (This 
requirement is not 
related to random 
number generator 
and it falls out of 
scope.) 17A Live dealer operations must be fair and independently auditable.

Report ID: CHERRY.220926.MGA.R0
Report filename: CHERRY.220926.MGA.R0_GamnifyRNG_GamnifyTechLtd
Product name: Gamnify RNG
Test house: Lean Lab Company Limited (MO.2, Ruby Ninu, Pendergardens, Block 17, Level 1, Triq Gort, San Giljan, STJ 9023, Malta)
Compliance Verdict: Compliant

Page 13 of 36



SOFTWARE IDENTIFICATION

Software identification has been achieved using the "sha1sum" program and the SHA-1 algorithm.

File Version Hash

Core.CriticalSystem.dll 1.0.0 999b0a0f689abdcdce119c01286490d2441e38b9

Core.Rng.Abstractions.dll 1.0.0 98029fc0a901eb7c52d31e6eaa78b90347f70d0d

Core.Rng.CryptoSecure.dll 1.0.0 4a0ae852c24759b02ccefc58cc05f0fabedaf005

Core.Rng.ProvablyFair.Abstractions.dll 1.0.0 4664edf8346af60beb5df4b46f75e1625dd2f406

Core.Rng.ProvablyFair.Instant.Abstraction
s.dll

1.0.0 faea55e3a7a2d38df59adcd7bc34eb23c62541b8

Core.Rng.ProvablyFair.PlayerSeedStore.A
bstractions.dll

1.0.0 de445e11f8209e3ed404d61ca2fa2210b32712dd

Core.Rng.ProvablyFair.Scheduled.Abstract
ions.dll

1.0.0 8a3c605a917f295b903605216ae670f71c106094
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TEST RESULTS

# riskcherry-cryptosecure-10gb-Upload2.bin

Kolmogorov-Smirnov Test (R)

Test: One-sample KS test

D statistic: 1.5e-05 (very small difference from expected distribution)

p-value: 1

Interpretation:

The data distribution matches the expected uniform distribution extremely well. A p-value of 1 suggests there is no significant deviation from randomness 
according to this test.

DieHarder Test Suite Results

All tests PASSED, meaning the data appears random under these metrics.

Interpretation:

Typically, p-values near 0 or 1 raise caution, all results are in acceptable range.

Summary:

Data appears highly random based on both the KS test and the DieHarder battery.

For general randomness requirements are solid.

-----

# riskcherry-pf-instant-10gb-Upload2.bin

Kolmogorov-Smirnov Test (R)

Test: One-sample KS test

D statistic: 1.5e-05 (very small difference from expected distribution)

p-value: 1

Interpretation:

The data distribution matches the expected uniform distribution extremely well. A p-value of 1 suggests there is no significant deviation from randomness 
according to this test.

DieHarder Test Suite Results

Most tests PASSED, meaning the data appears random under these metrics.

The WEAK results:

Test: sts_serial (3)

p-value: 0.99870024

Test: sts_serial (12)

p-value: 0.00262509

Test: rgb_lagged_sum

p-value: 0.99749218

Interpretation:
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A WEAK result isn't a failure but suggests the result is close to an edge case (very high or very low p-value). Typically, p-values near 0 or 1 raise caution, 
though few WEAKs in a big suite isn't unusual.

Summary:

Data appears highly random based on both the KS test and the DieHarder battery.

For general randomness requirements are solid.

-----

# riskcherry-pf-scheduled-10gb-Upload2.bin

Kolmogorov-Smirnov Test (R)

Test: One-sample KS test

D statistic: 1.5e-05 (very small difference from expected distribution)

p-value: 1

Interpretation:

The data distribution matches the expected uniform distribution extremely well. A p-value of 1 suggests there is no significant deviation from randomness 
according to this test.

DieHarder Test Suite Results

Most tests PASSED, meaning the data appears random under these metrics.

The WEAK results:

Test: sts_serial

p-value: 0.99916638

Test: rgb_bitdist

p-value: 0.99868142

Test: rgb_lagged_sum

p-value: 0.99818823

Interpretation:

A WEAK result isn't a failure but suggests the result is close to an edge case (very high or very low p-value). Typically, p-values near 0 or 1 raise caution, 
though few WEAKs in a big suite isn't unusual.

Summary:

Data appears highly random based on both the KS test and the DieHarder battery.

For general randomness requirements are solid.

## Initialization, Seeding, and Reseeding 
 
### Initialization 
 
`CryptoSecureRng` is registered as a singleton in the application's dependency injection container at 
startup. It is constructed with an optional metrics factory for observability and inherits all number-
generation logic from the abstract base class `RngBase`. 
 
The class itself is stateless with respect to random number generation -- it holds no internal seed 
buffer, counter, or PRNG state. Every call to produce random bytes delegates directly to the operating 
system's CSPRNG. 
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**Source references:** 
- `critical-libraries-source-code/Core.Rng.CryptoSecure/CryptoSecureRng.cs` -- concrete class (thin 
wrapper) 
- `critical-libraries-source-code/Core.Rng.Abstractions/RngBase.cs` -- abstract base with shared 
algorithms 
- `critical-libraries-source-code/Core.Rng.CryptoSecure/Extensions.cs` -- DI registration 
(`RegisterCryptoRngService`) 
 
### Seeding 
 
`CryptoSecureRng` does not perform application-level seeding. The underlying .NET 
`System.Security.Cryptography.RandomNumberGenerator` class obtains all seed material from the operating 
system's entropy pool: 
 
| Platform | OS CSPRNG Provider | Entropy Sources | 
|----------|-------------------|-----------------| 
| **Linux** | `getrandom(2)` / `/dev/urandom` | Hardware interrupts, device drivers, RDRAND/RDSEED 
instructions (when available), jitter entropy | 
| **Windows** | `BCryptGenRandom` (CNG) | TPM, interrupt timing, hardware RNG (RDRAND/RDSEED), system 
state entropy | 
 
The OS kernel maintains, mixes, and reseeds its internal entropy pool continuously and transparently. The 
application has no ability to influence, bypass, or observe this process. 
 
### Reseeding 
 
Reseeding is handled entirely by the operating system kernel. The application does not and cannot 
trigger, schedule, or suppress reseeding events. The OS CSPRNG is designed to reseed itself from hardware 
entropy sources on an ongoing basis, independent of application activity. 
 
At the application level, a `BackgroundRngConsumer` hosted service burns random numbers every 10 seconds 
(512 bytes, 512 doubles, 512 integers per cycle, with 0--100 ms random jitter per cycle). This background 
consumption is not a reseeding mechanism -- it advances the CSPRNG output stream to make external state 
reconstruction harder. 
 
**Source reference:** 
- `critical-libraries-source-code/Core.Rng.CryptoSecure/BackgroundRngConsumer.cs` -- background burn 
implementation 
 
## Initialization, Seeding, and Reseeding 
 
### Initialization 
 
`ProvablyFairRng` is registered as a singleton in the application's dependency injection container. 
Despite being a singleton, it achieves per-request isolation through `HttpContext.Items`, where a 
`ProvablyFairScopedSeedStateManager` holds the current request's seed state and a reusable `HMACSHA512` 
hasher instance. 
 
A session is started for each game request via `StartNewSession(platformPlayerId)`: 
 
1. The scoped seed state manager atomically increments the player's nonce in the repository via 
`IncrementNonceAndGetSeedState()`. 
2. The encrypted server seed is decrypted from storage using AES-256-CBC (see Entropy Sources). 
3. An `HMACSHA512` instance is created, keyed with the decrypted server seed. 
4. The state manager is stored in `HttpContext.Items["InstantPfScopedSeedStateManager"]`. 
 
The session is torn down after the game round via `FinishSession()`, which removes the state from 
`HttpContext.Items`. 
 
**Source references:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Instant.Abstractions/ProvablyFairRng.cs` -- 
singleton RNG, session lifecycle 
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- `critical-libraries-source-code/Core.Rng.ProvablyFair.PlayerSeedStore.Abstractions/
ProvablyFairScopedSeedStateManager.cs` -- per-request state management, HMACSHA512 creation 
 
### Seeding 
 
Each player maintains a seed pair consisting of a server seed and a client seed. Both are generated using 
the OS CSPRNG (`CryptoSecureRng`): 
 
| Seed | Generation Method | Length | Character Set | 
|------|------------------|--------|---------------| 
| **Server seed** | `CryptoSecureRng.GenerateRandomString(64)` | 64 characters | Alphanumeric (a-z, A-Z, 
0-9) | 
| **Client seed** | `CryptoSecureRng.GenerateRandomString(16)` | 16 characters | Alphanumeric (a-z, A-Z, 
0-9) | 
 
Seed pairs are created when a player first interacts with the provably fair system. Two pairs are 
generated simultaneously: 
 
- **Active seed** -- currently in use for game outcome generation. 
- **Next seed** -- pre-generated and waiting. Its server seed hash (SHA-512) is published to the player 
as a commitment. 
 
The server seed is encrypted at rest using AES-256-CBC before persistence to the repository. A SHA-512 
hash of the plaintext server seed is published to the player as a cryptographic commitment before any 
bets are placed. 
 
**Source references:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Abstractions/ProvablyFairSeedEncryptor.cs` -- 
seed generation, encryption, hashing 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.PlayerSeedStore.Abstractions/
ProvablyFairScopedSeedStateManager.cs` -- `CreateActivePlayerSeedState()` for initial seed pair creation 
 
### Reseeding 
 
In mathematical terms, reseeding means producing a different HMAC-SHA512 byte stream. This occurs in two 
ways: 
 
- **Per bet (nonce increment):** Every bet placed by a player increments the nonce, which changes the 
HMAC message input and produces an entirely different HMAC-SHA512 byte stream. Each nonce value 
constitutes a cryptographic reseed -- the output sequence is completely unrelated to any previous nonce. 
- **Per rotation (seed replacement):** The player can also request a full seed rotation, which replaces 
both the server seed and client seed components and resets the nonce to 0. This introduces fresh OS 
CSPRNG entropy into the system. 
 
#### Seed Rotation Protocol 
 
Seed rotation is player-initiated and follows a commit-reveal protocol: 
 
1. Player requests a seed rotation. 
2. A daily rotation limit is enforced to prevent abuse. 
3. The current "Next" seed is promoted to "Active" (optionally with a player-provided client seed 
replacing the auto-generated one). 
4. A new "Next" seed pair is generated (server seed + client seed, both via `CryptoSecureRng`). 
5. The old "Active" seed is deactivated -- its plaintext server seed is revealed to the player for 
verification of all past outcomes generated under that seed pair. 
 
This rotation ensures: 
- The server cannot retroactively alter outcomes (the committed hash would not match). 
- The player can independently verify all outcomes after the seed is revealed. 
- Fresh entropy enters the system through newly generated server and client seeds. 
 
**Source references:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.PlayerSeedStore.Abstractions/
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ProvablyFairScopedSeedStateManager.cs` -- `RotateSeeds()` method 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.PlayerSeedStore.Abstractions/
IProvablyFairSeedRepository.cs` -- `ActivateNextSeedState()` persistence operation 
 
## Initialization, Seeding, and Reseeding 
 
### Initialization 
 
`ScheduledProvablyFairRng` is registered as a singleton in the application's dependency injection 
container. It manages concurrency through a `SemaphoreSlim(1,1)` that ensures only one scheduled game 
event can use the RNG at any time. 
 
A session is started for each scheduled game event via `StartSchedulerSessionAsync(roundId, rngData)`: 
 
1. The semaphore is acquired (with a configurable timeout, default 10 seconds). 
2. The encrypted server seed within the `ScheduledProvablyFairRngData` is decrypted using AES-256-CBC. 
3. The session data (decrypted server seed, client seeds, cursor) is stored in the singleton's instance 
fields. 
4. The RNG is ready for byte generation. 
 
The session is torn down after the event via `EndServerSession()`, which clears the session data and 
releases the semaphore. 
 
**Source references:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Scheduled.Abstractions/
ScheduledProvablyFairRng.cs` -- singleton RNG, session lifecycle, semaphore management 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Scheduled.Abstractions/
ScheduledProvablyFairRngData.cs` -- per-event seed data model 
 
### Seeding 
 
Each scheduled game event has its own independent seed set: 
 
| Seed | Generation Method | Length | Character Set | 
|------|------------------|--------|---------------| 
| **Server seed** | `CryptoSecureRng.GenerateRandomString(64)` | 64 characters | Alphanumeric (a-z, A-Z, 
0-9) | 
| **Client seeds** | Collected from participating players | Variable per player | Player-provided 
(typically 16-char alphanumeric) | 
 
The server seed lifecycle for each scheduled event follows this status flow: 
 
``` 
Init -> ServerSeedCreated -> Activated -> Deactivated 
``` 
 
1. **ServerSeedCreated:** The server generates a random server seed via `CryptoSecureRng`, encrypts it 
with AES-256-CBC, and publishes its SHA-512 hash as a cryptographic commitment to all participants before 
the event begins. 
2. **Activated:** At event start, client seeds are collected from participating players (based on the 
configured seeding strategy). The server seed is decrypted and the RNG session is started. 
3. **Deactivated:** After the event ends, the plaintext server seed is revealed to all participants for 
independent verification. 
 
**Source references:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Abstractions/ProvablyFairSeedEncryptor.cs` -- 
seed generation, encryption, hashing 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Scheduled.Abstractions/
ScheduledProvablyFairRngData.cs` -- `ScheduledProvablyFairRngServerSeed.GenerateRandomSeed()` factory 
method 
 
### Client Seed Collection 
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Unlike the Instant RNG (where a single player provides the client seed), the Scheduled RNG collects 
client seeds from multiple participating players. Two strategies are supported: 
 
| Strategy | Description | 
|----------|-------------| 
| **FirstPlaced** | The first N players to place a bet contribute their active client seed. | 
| **TopStake** | The N players with the highest stakes contribute their active client seed. | 
 
All collected client seeds are concatenated (without separators) to form the HMAC message component. This 
ensures multiple independent parties contribute entropy to the outcome, preventing any single party 
(including the server) from unilaterally determining the result. 
 
**Source reference:** 
- `critical-libraries-source-code/Core.Rng.ProvablyFair.Scheduled.Abstractions/
ScheduledProvablyFairRngData.cs` -- `ScheduledProvablyFairClientSeedingStrategy` enum 
 
### Reseeding 
 
Each scheduled game event uses a unique, freshly generated server seed. There is no reseeding within an 
event -- the server seed is used for the duration of the event and then burned (deactivated and 
revealed). The next event generates an entirely new server seed from the OS CSPRNG. 
 
This per-event seed lifecycle means: 
- No seed is ever reused across events. 
- Fresh OS CSPRNG entropy enters the system with every event. 
- The revealed seed enables full verification of that event's outcomes without compromising future 
events. 

The RNG is defined in the client's documentation. It is a combination of Crypto Secure RNG and Provably 
Fair RNG.

The RNG passes the source code review and has proper developer documentation. Scientific research was 
conducted in Chaurasia, R. (2019). Evaluation of Random Number Generator Functions Using Statistical 
Analysis. Asian Journal of Computer Science and Technology, 8(2), 1-5. 

## Cryptographic Strength 
 
### Algorithm 
 
`CryptoSecureRng` uses `System.Security.Cryptography.RandomNumberGenerator.GetBytes()`, which is the .NET 
runtime's interface to the operating system's CSPRNG. This is the same entropy source used by the .NET 
runtime itself for key generation, nonce generation, and all security-critical operations. 
 
### Standards Compliance 
 
Per Microsoft's official documentation on [cross-platform cryptography in 
.NET](https://learn.microsoft.com/en-us/dotnet/standard/security/cross-platform-cryptography): 
 
> *"Cryptographic operations in .NET are done by operating system (OS) libraries. This dependency has 
advantages: .NET apps benefit from OS reliability. Keeping cryptography libraries safe from 
vulnerabilities is a high priority for OS vendors. To do that, they provide updates that system 
administrators should be applying. .NET apps have access to FIPS-validated algorithms if the OS libraries 
are FIPS-validated."* 
 
All hash and HMAC classes (including HMAC-SHA-512 used by the Provably Fair generators) defer to the OS 
libraries. `RandomNumberGenerator` delegates directly to the platform CSPRNG. 
 
**Reference:** [System.Security.Cryptography.RandomNumberGenerator](https://learn.microsoft.com/en-us/
dotnet/api/system.security.cryptography.randomnumbergenerator?view=net-10.0) -- official API 
documentation. 
 
### Security Properties 
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- **Backtracking resistance:** Compromising the current CSPRNG state does not reveal previously generated 
output. Both Linux and Windows CSPRNG implementations provide forward secrecy through periodic reseeding 
from fresh hardware entropy. 
- **Prediction resistance:** Without knowledge of the internal CSPRNG state, the output is 
computationally indistinguishable from a true random source. The background consumption service further 
complicates any attempt at state prediction by advancing the output stream at unpredictable intervals. 
- **Output indistinguishability:** The output of the OS CSPRNG is designed to pass all known statistical 
randomness tests (NIST STS, Dieharder, TestU01) and is computationally indistinguishable from uniform 
random under standard cryptographic assumptions. 
 
### Integer and Double Generation 
 
`NextPositiveInt32(maxExclusive)` and `NextDouble()` are abstraction layers provided by `RngBase` that 
make it easier for consuming services (game engines, session management, etc.) to obtain values in 
specific ranges and formats. Both are built on top of the raw byte output from `NextBytes`. 
 
## Cryptographic Strength 
 
### Algorithm 
 
The core random byte generation uses **HMAC-SHA512** (Hash-based Message Authentication Code with SHA-
512). The HMAC is keyed with the server seed and operates on a message composed of the client seed, 
nonce, and cursor. 
 
``` 
HMAC-SHA512(key: serverSeed, message: "{clientSeed}:{nonce}:{cursor}") 
``` 
 
Each HMAC invocation produces 64 bytes (512 bits) of output. 
 
### Standards Compliance 
 
| Standard | Description | 
|----------|-------------| 
| **FIPS 198-1** | The Keyed-Hash Message Authentication Code (HMAC). HMAC-SHA512 as implemented 
by .NET's `System.Security.Cryptography.HMACSHA512` conforms to this specification. | 
| **FIPS 180-4** | Secure Hash Standard. SHA-512 is the underlying hash function within the HMAC 
construction. | 
| **NIST SP 800-90A** | The OS CSPRNG used for seed generation conforms to this specification (see 
CryptoSecureRng Technical Statement). | 
 
### Security Properties 
 
- **Pseudorandom Function (PRF):** HMAC-SHA512 is a PRF under standard cryptographic assumptions. Given a 
uniformly random key (server seed), the output is computationally indistinguishable from random to any 
observer who does not know the key. 
- **Pre-image resistance:** Given an HMAC output, it is computationally infeasible to recover the server 
seed. This ensures the server seed remains hidden during active play. 
- **Commitment binding:** The SHA-512 hash of the server seed serves as a binding commitment. The server 
cannot find a different server seed that produces the same hash (second pre-image resistance of SHA-512). 

- **Player contribution:** The client seed ensures the server alone cannot determine outcomes. Even with 
full knowledge of the server seed, the outcome depends on the player's client seed, which the server does 
not control. 
 
### Seed Entropy Analysis 
 
| Component | Entropy | 
|-----------|---------| 
| **Server seed** | 64 alphanumeric characters. Character set size = 62 (a-z, A-Z, 0-9). Entropy = 64 x 
log2(62) = ~381 bits. | 
| **Client seed** | 16 alphanumeric characters. Entropy = 16 x log2(62) = ~95 bits. | 

Report ID: CHERRY.220926.MGA.R0
Report filename: CHERRY.220926.MGA.R0_GamnifyRNG_GamnifyTechLtd
Product name: Gamnify RNG
Test house: Lean Lab Company Limited (MO.2, Ruby Ninu, Pendergardens, Block 17, Level 1, Triq Gort, San Giljan, STJ 9023, Malta)
Compliance Verdict: Compliant

Page 21 of 36



| **Nonce** | 32-bit integer, incremented per round. Not an entropy source -- deterministic counter. | 
| **Cursor** | 32-bit integer, incremented within a round. Not an entropy source -- deterministic 
counter. | 
 
The effective entropy of the HMAC key (server seed) at ~381 bits substantially exceeds the 256-bit 
security level of HMAC-SHA512, providing a large margin against brute-force attacks. 
 
### Integer and Double Generation 
 
`NextPositiveInt32(maxExclusive)` and `NextDouble()` are abstraction layers provided by `RngBase` that 
make it easier for consuming services (game engines) to obtain values in specific ranges and formats. 
Both are built on top of the raw byte output from `NextBytes`. 
 
## Cryptographic Strength 
 
### Algorithm 
 
The core random byte generation uses **HMAC-SHA512** (Hash-based Message Authentication Code with SHA-
512). The HMAC is keyed with the server seed and operates on a message composed of the concatenated 
client seeds and cursor. 
 
``` 
HMAC-SHA512(key: serverSeed, message: joinedClientSeeds + cursor) 
``` 
 
Where `joinedClientSeeds` is `string.Join("", clientSeeds)` (concatenation without separators), and 
`cursor` is appended as a decimal string only when non-zero. 
 
Each HMAC invocation produces 64 bytes (512 bits) of output. 
 
### Standards Compliance 
 
| Standard | Description | 
|----------|-------------| 
| **FIPS 198-1** | The Keyed-Hash Message Authentication Code (HMAC). HMAC-SHA512 as implemented 
by .NET's `System.Security.Cryptography.HMACSHA512` conforms to this specification. | 
| **FIPS 180-4** | Secure Hash Standard. SHA-512 is the underlying hash function within the HMAC 
construction. | 
| **NIST SP 800-90A** | The OS CSPRNG used for server seed generation conforms to this specification (see 
CryptoSecureRng Technical Statement). | 
 
### Security Properties 
 
- **Pseudorandom Function (PRF):** HMAC-SHA512 is a PRF under standard cryptographic assumptions. Given a 
uniformly random key (server seed), the output is computationally indistinguishable from random to any 
observer who does not know the key. 
- **Pre-image resistance:** Given an HMAC output, it is computationally infeasible to recover the server 
seed. This ensures the server seed remains hidden during the active event. 
- **Commitment binding:** The SHA-512 hash of the server seed serves as a binding commitment published 
before the event starts. The server cannot find a different server seed that produces the same hash 
(second pre-image resistance of SHA-512). 
- **Multi-party contribution:** Client seeds from multiple independent players are concatenated into the 
HMAC message, ensuring no single party (including the server operator) can unilaterally control the 
outcome. 
 
### Seed Entropy Analysis 
 
| Component | Entropy | 
|-----------|---------| 
| **Server seed** | 64 alphanumeric characters. Character set size = 62 (a-z, A-Z, 0-9). Entropy = 64 x 
log2(62) = ~381 bits. | 
| **Client seeds (per player)** | Typically 16 alphanumeric characters. Entropy per player = 16 x 
log2(62) = ~95 bits. Combined entropy scales with number of contributing players. | 
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| **Cursor** | 32-bit integer, incremented within an event. Not an entropy source -- deterministic 
counter. | 
 
The effective entropy of the HMAC key (server seed) at ~381 bits substantially exceeds the 256-bit 
security level of HMAC-SHA512, providing a large margin against brute-force attacks. The multi-player 
client seed contribution adds additional entropy that the server does not control. 
 
### Integer and Double Generation 
 
`NextPositiveInt32(maxExclusive)` and `NextDouble()` are abstraction layers provided by `RngBase` that 
make it easier for consuming services (game engines) to obtain values in specific ranges and formats. 
Both are built on top of the raw byte output from `NextBytes`. 

#=============================================================================#
#            dieharder version 3.31.1 Copyright 2003 Robert G. Brown          #
#=============================================================================#
   rng_name    |           filename             |rands/second|
 file_input_raw|riskcherry-pf-instant-10gb-Upload2.bin|  2.37e+07  |
#=============================================================================#
        test_name   |ntup| tsamples |psamples|  p-value |Assessment
#=============================================================================#
   diehard_birthdays|   0|       100|     100|0.30272191|  PASSED  
      diehard_operm5|   0|   1000000|     100|0.84609635|  PASSED  
  diehard_rank_32x32|   0|     40000|     100|0.90675500|  PASSED  
    diehard_rank_6x8|   0|    100000|     100|0.57709542|  PASSED  
   diehard_bitstream|   0|   2097152|     100|0.70524360|  PASSED  
        diehard_opso|   0|   2097152|     100|0.41302964|  PASSED  
        diehard_oqso|   0|   2097152|     100|0.55937135|  PASSED  
         diehard_dna|   0|   2097152|     100|0.25722925|  PASSED  
diehard_count_1s_str|   0|    256000|     100|0.28095845|  PASSED  
diehard_count_1s_byt|   0|    256000|     100|0.90877019|  PASSED  
 diehard_parking_lot|   0|     12000|     100|0.95757392|  PASSED  
    diehard_2dsphere|   2|      8000|     100|0.63803813|  PASSED  
    diehard_3dsphere|   3|      4000|     100|0.92407280|  PASSED  
     diehard_squeeze|   0|    100000|     100|0.97149976|  PASSED  
        diehard_sums|   0|       100|     100|0.13193989|  PASSED  
        diehard_runs|   0|    100000|     100|0.67487134|  PASSED  
        diehard_runs|   0|    100000|     100|0.26796547|  PASSED  
       diehard_craps|   0|    200000|     100|0.24181229|  PASSED  
       diehard_craps|   0|    200000|     100|0.29812069|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.02287496|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.86412560|  PASSED  
         sts_monobit|   1|    100000|     100|0.29521603|  PASSED  
            sts_runs|   2|    100000|     100|0.01521534|  PASSED  
          sts_serial|   1|    100000|     100|0.73726110|  PASSED  
          sts_serial|   2|    100000|     100|0.76800501|  PASSED  
          sts_serial|   3|    100000|     100|0.99870024|   WEAK   
          sts_serial|   3|    100000|     100|0.85903681|  PASSED  
          sts_serial|   4|    100000|     100|0.91706768|  PASSED  
          sts_serial|   4|    100000|     100|0.89617136|  PASSED  
          sts_serial|   5|    100000|     100|0.77185293|  PASSED  
          sts_serial|   5|    100000|     100|0.78098635|  PASSED  
          sts_serial|   6|    100000|     100|0.76960876|  PASSED  
          sts_serial|   6|    100000|     100|0.25649188|  PASSED  
          sts_serial|   7|    100000|     100|0.17405014|  PASSED  
          sts_serial|   7|    100000|     100|0.53967079|  PASSED  
          sts_serial|   8|    100000|     100|0.91009169|  PASSED  
          sts_serial|   8|    100000|     100|0.91806811|  PASSED  
          sts_serial|   9|    100000|     100|0.61680771|  PASSED  
          sts_serial|   9|    100000|     100|0.86688495|  PASSED  
          sts_serial|  10|    100000|     100|0.91462829|  PASSED  
          sts_serial|  10|    100000|     100|0.39555351|  PASSED  
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          sts_serial|  11|    100000|     100|0.16093632|  PASSED  
          sts_serial|  11|    100000|     100|0.58146373|  PASSED  
          sts_serial|  12|    100000|     100|0.45785708|  PASSED  
          sts_serial|  12|    100000|     100|0.00262509|   WEAK   
          sts_serial|  13|    100000|     100|0.07039573|  PASSED  
          sts_serial|  13|    100000|     100|0.14514544|  PASSED  
          sts_serial|  14|    100000|     100|0.86238015|  PASSED  
          sts_serial|  14|    100000|     100|0.08379595|  PASSED  
          sts_serial|  15|    100000|     100|0.93957274|  PASSED  
          sts_serial|  15|    100000|     100|0.57671614|  PASSED  
          sts_serial|  16|    100000|     100|0.65957664|  PASSED  
          sts_serial|  16|    100000|     100|0.19597581|  PASSED  
         rgb_bitdist|   1|    100000|     100|0.10102514|  PASSED  
         rgb_bitdist|   2|    100000|     100|0.49192036|  PASSED  
         rgb_bitdist|   3|    100000|     100|0.10012256|  PASSED  
         rgb_bitdist|   4|    100000|     100|0.99001926|  PASSED  
         rgb_bitdist|   5|    100000|     100|0.63635932|  PASSED  
         rgb_bitdist|   6|    100000|     100|0.32444005|  PASSED  
         rgb_bitdist|   7|    100000|     100|0.97437426|  PASSED  
         rgb_bitdist|   8|    100000|     100|0.63258354|  PASSED  
         rgb_bitdist|   9|    100000|     100|0.57380813|  PASSED  
         rgb_bitdist|  10|    100000|     100|0.07669474|  PASSED  
         rgb_bitdist|  11|    100000|     100|0.40740314|  PASSED  
         rgb_bitdist|  12|    100000|     100|0.04691220|  PASSED  
rgb_minimum_distance|   2|     10000|    1000|0.85146679|  PASSED  
rgb_minimum_distance|   3|     10000|    1000|0.41921284|  PASSED  
rgb_minimum_distance|   4|     10000|    1000|0.74642114|  PASSED  
rgb_minimum_distance|   5|     10000|    1000|0.08420882|  PASSED  
    rgb_permutations|   2|    100000|     100|0.95270323|  PASSED  
    rgb_permutations|   3|    100000|     100|0.18949189|  PASSED  
    rgb_permutations|   4|    100000|     100|0.63112887|  PASSED  
    rgb_permutations|   5|    100000|     100|0.97879723|  PASSED  
      rgb_lagged_sum|   0|   1000000|     100|0.49079353|  PASSED  
      rgb_lagged_sum|   1|   1000000|     100|0.95188534|  PASSED  
      rgb_lagged_sum|   2|   1000000|     100|0.83501949|  PASSED  
      rgb_lagged_sum|   3|   1000000|     100|0.78229359|  PASSED  
      rgb_lagged_sum|   4|   1000000|     100|0.92724223|  PASSED  
      rgb_lagged_sum|   5|   1000000|     100|0.68408170|  PASSED  
      rgb_lagged_sum|   6|   1000000|     100|0.16055197|  PASSED  
      rgb_lagged_sum|   7|   1000000|     100|0.98953107|  PASSED  
      rgb_lagged_sum|   8|   1000000|     100|0.65173101|  PASSED  
      rgb_lagged_sum|   9|   1000000|     100|0.63943056|  PASSED  
      rgb_lagged_sum|  10|   1000000|     100|0.67377013|  PASSED  
      rgb_lagged_sum|  11|   1000000|     100|0.19727283|  PASSED  
      rgb_lagged_sum|  12|   1000000|     100|0.43297036|  PASSED  
      rgb_lagged_sum|  13|   1000000|     100|0.92480097|  PASSED  
      rgb_lagged_sum|  14|   1000000|     100|0.17144673|  PASSED  
      rgb_lagged_sum|  15|   1000000|     100|0.56888111|  PASSED  
      rgb_lagged_sum|  16|   1000000|     100|0.97195320|  PASSED  
      rgb_lagged_sum|  17|   1000000|     100|0.23982450|  PASSED  
      rgb_lagged_sum|  18|   1000000|     100|0.82943331|  PASSED  
      rgb_lagged_sum|  19|   1000000|     100|0.89800477|  PASSED  
      rgb_lagged_sum|  20|   1000000|     100|0.66094228|  PASSED  
      rgb_lagged_sum|  21|   1000000|     100|0.24985200|  PASSED  
      rgb_lagged_sum|  22|   1000000|     100|0.96966835|  PASSED  
      rgb_lagged_sum|  23|   1000000|     100|0.99749218|   WEAK   
      rgb_lagged_sum|  24|   1000000|     100|0.28929087|  PASSED  
      rgb_lagged_sum|  25|   1000000|     100|0.52892503|  PASSED  
      rgb_lagged_sum|  26|   1000000|     100|0.79600498|  PASSED  
      rgb_lagged_sum|  27|   1000000|     100|0.26816068|  PASSED  
      rgb_lagged_sum|  28|   1000000|     100|0.68992985|  PASSED  
      rgb_lagged_sum|  29|   1000000|     100|0.53203391|  PASSED  
      rgb_lagged_sum|  30|   1000000|     100|0.45219432|  PASSED  
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      rgb_lagged_sum|  31|   1000000|     100|0.91753209|  PASSED  
      rgb_lagged_sum|  32|   1000000|     100|0.00835738|  PASSED  
     rgb_kstest_test|   0|     10000|    1000|0.28199592|  PASSED  
     dab_bytedistrib|   0|  51200000|       1|0.97254327|  PASSED  
             dab_dct| 256|     50000|       1|0.95519854|  PASSED  
Preparing to run test 207.  ntuple = 0
        dab_filltree|  32|  15000000|       1|0.13896360|  PASSED  
        dab_filltree|  32|  15000000|       1|0.07679026|  PASSED  
Preparing to run test 208.  ntuple = 0
       dab_filltree2|   0|   5000000|       1|0.02788512|  PASSED  
       dab_filltree2|   1|   5000000|       1|0.06783887|  PASSED  
Preparing to run test 209.  ntuple = 0
        dab_monobit2|  12|  65000000|       1|0.07887895|  PASSED  

#=============================================================================#
#            dieharder version 3.31.1 Copyright 2003 Robert G. Brown          #
#=============================================================================#
   rng_name    |           filename             |rands/second|
 file_input_raw|riskcherry-pf-scheduled-10gb-Upload2.bin|  1.68e+07  |
#=============================================================================#
        test_name   |ntup| tsamples |psamples|  p-value |Assessment
#=============================================================================#
   diehard_birthdays|   0|       100|     100|0.72473008|  PASSED  
      diehard_operm5|   0|   1000000|     100|0.04789437|  PASSED  
  diehard_rank_32x32|   0|     40000|     100|0.12368644|  PASSED  
    diehard_rank_6x8|   0|    100000|     100|0.98585115|  PASSED  
   diehard_bitstream|   0|   2097152|     100|0.71850680|  PASSED  
        diehard_opso|   0|   2097152|     100|0.92001542|  PASSED  
        diehard_oqso|   0|   2097152|     100|0.47492663|  PASSED  
         diehard_dna|   0|   2097152|     100|0.41784676|  PASSED  
diehard_count_1s_str|   0|    256000|     100|0.34039096|  PASSED  
diehard_count_1s_byt|   0|    256000|     100|0.03664285|  PASSED  
 diehard_parking_lot|   0|     12000|     100|0.28871500|  PASSED  
    diehard_2dsphere|   2|      8000|     100|0.08450856|  PASSED  
    diehard_3dsphere|   3|      4000|     100|0.94881514|  PASSED  
     diehard_squeeze|   0|    100000|     100|0.05886794|  PASSED  
        diehard_sums|   0|       100|     100|0.00515910|  PASSED  
        diehard_runs|   0|    100000|     100|0.98700896|  PASSED  
        diehard_runs|   0|    100000|     100|0.45462699|  PASSED  
       diehard_craps|   0|    200000|     100|0.38209741|  PASSED  
       diehard_craps|   0|    200000|     100|0.36095607|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.73690677|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.92449636|  PASSED  
         sts_monobit|   1|    100000|     100|0.63051792|  PASSED  
            sts_runs|   2|    100000|     100|0.44011872|  PASSED  
          sts_serial|   1|    100000|     100|0.16415525|  PASSED  
          sts_serial|   2|    100000|     100|0.03297616|  PASSED  
          sts_serial|   3|    100000|     100|0.23683251|  PASSED  
          sts_serial|   3|    100000|     100|0.01513661|  PASSED  
          sts_serial|   4|    100000|     100|0.57001273|  PASSED  
          sts_serial|   4|    100000|     100|0.48976626|  PASSED  
          sts_serial|   5|    100000|     100|0.29056194|  PASSED  
          sts_serial|   5|    100000|     100|0.99916638|   WEAK   
          sts_serial|   6|    100000|     100|0.80839589|  PASSED  
          sts_serial|   6|    100000|     100|0.16773957|  PASSED  
          sts_serial|   7|    100000|     100|0.87714978|  PASSED  
          sts_serial|   7|    100000|     100|0.66695575|  PASSED  
          sts_serial|   8|    100000|     100|0.93593044|  PASSED  
          sts_serial|   8|    100000|     100|0.27613503|  PASSED  
          sts_serial|   9|    100000|     100|0.84023780|  PASSED  
          sts_serial|   9|    100000|     100|0.57514230|  PASSED  
          sts_serial|  10|    100000|     100|0.28699922|  PASSED  
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          sts_serial|  10|    100000|     100|0.76657983|  PASSED  
          sts_serial|  11|    100000|     100|0.84527062|  PASSED  
          sts_serial|  11|    100000|     100|0.40013681|  PASSED  
          sts_serial|  12|    100000|     100|0.97755339|  PASSED  
          sts_serial|  12|    100000|     100|0.61890838|  PASSED  
          sts_serial|  13|    100000|     100|0.81190409|  PASSED  
          sts_serial|  13|    100000|     100|0.98083643|  PASSED  
          sts_serial|  14|    100000|     100|0.49953022|  PASSED  
          sts_serial|  14|    100000|     100|0.72966002|  PASSED  
          sts_serial|  15|    100000|     100|0.25676090|  PASSED  
          sts_serial|  15|    100000|     100|0.08398813|  PASSED  
          sts_serial|  16|    100000|     100|0.99074777|  PASSED  
          sts_serial|  16|    100000|     100|0.56784330|  PASSED  
         rgb_bitdist|   1|    100000|     100|0.50790334|  PASSED  
         rgb_bitdist|   2|    100000|     100|0.91254898|  PASSED  
         rgb_bitdist|   3|    100000|     100|0.08442513|  PASSED  
         rgb_bitdist|   4|    100000|     100|0.48906657|  PASSED  
         rgb_bitdist|   5|    100000|     100|0.99868142|   WEAK   
         rgb_bitdist|   6|    100000|     100|0.79543948|  PASSED  
         rgb_bitdist|   7|    100000|     100|0.98393101|  PASSED  
         rgb_bitdist|   8|    100000|     100|0.13368752|  PASSED  
         rgb_bitdist|   9|    100000|     100|0.94794406|  PASSED  
         rgb_bitdist|  10|    100000|     100|0.41311139|  PASSED  
         rgb_bitdist|  11|    100000|     100|0.21384310|  PASSED  
         rgb_bitdist|  12|    100000|     100|0.53426361|  PASSED  
rgb_minimum_distance|   2|     10000|    1000|0.11130663|  PASSED  
rgb_minimum_distance|   3|     10000|    1000|0.69140647|  PASSED  
rgb_minimum_distance|   4|     10000|    1000|0.47257647|  PASSED  
rgb_minimum_distance|   5|     10000|    1000|0.80247962|  PASSED  
    rgb_permutations|   2|    100000|     100|0.62379258|  PASSED  
    rgb_permutations|   3|    100000|     100|0.46652164|  PASSED  
    rgb_permutations|   4|    100000|     100|0.64481715|  PASSED  
    rgb_permutations|   5|    100000|     100|0.44661426|  PASSED  
      rgb_lagged_sum|   0|   1000000|     100|0.63291848|  PASSED  
      rgb_lagged_sum|   1|   1000000|     100|0.88779483|  PASSED  
      rgb_lagged_sum|   2|   1000000|     100|0.86069109|  PASSED  
      rgb_lagged_sum|   3|   1000000|     100|0.93786482|  PASSED  
      rgb_lagged_sum|   4|   1000000|     100|0.44058525|  PASSED  
      rgb_lagged_sum|   5|   1000000|     100|0.94926960|  PASSED  
      rgb_lagged_sum|   6|   1000000|     100|0.20344302|  PASSED  
      rgb_lagged_sum|   7|   1000000|     100|0.12306842|  PASSED  
      rgb_lagged_sum|   8|   1000000|     100|0.38891833|  PASSED  
      rgb_lagged_sum|   9|   1000000|     100|0.30540782|  PASSED  
      rgb_lagged_sum|  10|   1000000|     100|0.54576579|  PASSED  
      rgb_lagged_sum|  11|   1000000|     100|0.32772863|  PASSED  
      rgb_lagged_sum|  12|   1000000|     100|0.81767202|  PASSED  
      rgb_lagged_sum|  13|   1000000|     100|0.96454860|  PASSED  
      rgb_lagged_sum|  14|   1000000|     100|0.46052664|  PASSED  
      rgb_lagged_sum|  15|   1000000|     100|0.32960468|  PASSED  
      rgb_lagged_sum|  16|   1000000|     100|0.99818823|   WEAK   
      rgb_lagged_sum|  17|   1000000|     100|0.73936118|  PASSED  
      rgb_lagged_sum|  18|   1000000|     100|0.83450114|  PASSED  
      rgb_lagged_sum|  19|   1000000|     100|0.32008954|  PASSED  
      rgb_lagged_sum|  20|   1000000|     100|0.20789383|  PASSED  
      rgb_lagged_sum|  21|   1000000|     100|0.85026247|  PASSED  
      rgb_lagged_sum|  22|   1000000|     100|0.82087367|  PASSED  
      rgb_lagged_sum|  23|   1000000|     100|0.90067310|  PASSED  
      rgb_lagged_sum|  24|   1000000|     100|0.78208526|  PASSED  
      rgb_lagged_sum|  25|   1000000|     100|0.35179366|  PASSED  
      rgb_lagged_sum|  26|   1000000|     100|0.88943627|  PASSED  
      rgb_lagged_sum|  27|   1000000|     100|0.77645257|  PASSED  
      rgb_lagged_sum|  28|   1000000|     100|0.27410184|  PASSED  
      rgb_lagged_sum|  29|   1000000|     100|0.14614815|  PASSED  
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      rgb_lagged_sum|  30|   1000000|     100|0.58031367|  PASSED  
      rgb_lagged_sum|  31|   1000000|     100|0.76386564|  PASSED  
      rgb_lagged_sum|  32|   1000000|     100|0.96384604|  PASSED  
     rgb_kstest_test|   0|     10000|    1000|0.24386144|  PASSED  
     dab_bytedistrib|   0|  51200000|       1|0.58342381|  PASSED  
             dab_dct| 256|     50000|       1|0.58122944|  PASSED  
Preparing to run test 207.  ntuple = 0
        dab_filltree|  32|  15000000|       1|0.45009005|  PASSED  
        dab_filltree|  32|  15000000|       1|0.81871814|  PASSED  
Preparing to run test 208.  ntuple = 0
       dab_filltree2|   0|   5000000|       1|0.44752215|  PASSED  
       dab_filltree2|   1|   5000000|       1|0.88200498|  PASSED  
Preparing to run test 209.  ntuple = 0
        dab_monobit2|  12|  65000000|       1|0.74998012|  PASSED  

#=============================================================================#
#            dieharder version 3.31.1 Copyright 2003 Robert G. Brown          #
#=============================================================================#
   rng_name    |           filename             |rands/second|
 file_input_raw|riskcherry-cryptosecure-10gb-Upload2.bin|  1.36e+07  |
#=============================================================================#
        test_name   |ntup| tsamples |psamples|  p-value |Assessment
#=============================================================================#
   diehard_birthdays|   0|       100|     100|0.86119816|  PASSED  
      diehard_operm5|   0|   1000000|     100|0.89676300|  PASSED  
  diehard_rank_32x32|   0|     40000|     100|0.09122103|  PASSED  
    diehard_rank_6x8|   0|    100000|     100|0.36956998|  PASSED  
   diehard_bitstream|   0|   2097152|     100|0.90960253|  PASSED  
        diehard_opso|   0|   2097152|     100|0.72595735|  PASSED  
        diehard_oqso|   0|   2097152|     100|0.97151645|  PASSED  
         diehard_dna|   0|   2097152|     100|0.01472870|  PASSED  
diehard_count_1s_str|   0|    256000|     100|0.41100916|  PASSED  
diehard_count_1s_byt|   0|    256000|     100|0.27314813|  PASSED  
 diehard_parking_lot|   0|     12000|     100|0.72624287|  PASSED  
    diehard_2dsphere|   2|      8000|     100|0.36664867|  PASSED  
    diehard_3dsphere|   3|      4000|     100|0.87685524|  PASSED  
     diehard_squeeze|   0|    100000|     100|0.78904034|  PASSED  
        diehard_sums|   0|       100|     100|0.06866626|  PASSED  
        diehard_runs|   0|    100000|     100|0.64049963|  PASSED  
        diehard_runs|   0|    100000|     100|0.10290557|  PASSED  
       diehard_craps|   0|    200000|     100|0.91311843|  PASSED  
       diehard_craps|   0|    200000|     100|0.39158096|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.73912286|  PASSED  
 marsaglia_tsang_gcd|   0|  10000000|     100|0.89948027|  PASSED  
         sts_monobit|   1|    100000|     100|0.11672358|  PASSED  
            sts_runs|   2|    100000|     100|0.83418306|  PASSED  
          sts_serial|   1|    100000|     100|0.71718915|  PASSED  
          sts_serial|   2|    100000|     100|0.48465688|  PASSED  
          sts_serial|   3|    100000|     100|0.15982358|  PASSED  
          sts_serial|   3|    100000|     100|0.00548513|  PASSED  
          sts_serial|   4|    100000|     100|0.31719213|  PASSED  
          sts_serial|   4|    100000|     100|0.04969989|  PASSED  
          sts_serial|   5|    100000|     100|0.17164900|  PASSED  
          sts_serial|   5|    100000|     100|0.60227051|  PASSED  
          sts_serial|   6|    100000|     100|0.13195341|  PASSED  
          sts_serial|   6|    100000|     100|0.15727254|  PASSED  
          sts_serial|   7|    100000|     100|0.44252363|  PASSED  
          sts_serial|   7|    100000|     100|0.43290350|  PASSED  
          sts_serial|   8|    100000|     100|0.42145507|  PASSED  
          sts_serial|   8|    100000|     100|0.92756287|  PASSED  
          sts_serial|   9|    100000|     100|0.50123106|  PASSED  
          sts_serial|   9|    100000|     100|0.94501270|  PASSED  
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          sts_serial|  10|    100000|     100|0.89752027|  PASSED  
          sts_serial|  10|    100000|     100|0.72156879|  PASSED  
          sts_serial|  11|    100000|     100|0.85530686|  PASSED  
          sts_serial|  11|    100000|     100|0.15844180|  PASSED  
          sts_serial|  12|    100000|     100|0.42115378|  PASSED  
          sts_serial|  12|    100000|     100|0.71434198|  PASSED  
          sts_serial|  13|    100000|     100|0.58911394|  PASSED  
          sts_serial|  13|    100000|     100|0.25614365|  PASSED  
          sts_serial|  14|    100000|     100|0.75088755|  PASSED  
          sts_serial|  14|    100000|     100|0.64858828|  PASSED  
          sts_serial|  15|    100000|     100|0.91881765|  PASSED  
          sts_serial|  15|    100000|     100|0.76253334|  PASSED  
          sts_serial|  16|    100000|     100|0.97112259|  PASSED  
          sts_serial|  16|    100000|     100|0.64950675|  PASSED  
         rgb_bitdist|   1|    100000|     100|0.93511447|  PASSED  
         rgb_bitdist|   2|    100000|     100|0.22460742|  PASSED  
         rgb_bitdist|   3|    100000|     100|0.98311928|  PASSED  
         rgb_bitdist|   4|    100000|     100|0.35624486|  PASSED  
         rgb_bitdist|   5|    100000|     100|0.43258700|  PASSED  
         rgb_bitdist|   6|    100000|     100|0.83089250|  PASSED  
         rgb_bitdist|   7|    100000|     100|0.04373381|  PASSED  
         rgb_bitdist|   8|    100000|     100|0.95137219|  PASSED  
         rgb_bitdist|   9|    100000|     100|0.10587936|  PASSED  
         rgb_bitdist|  10|    100000|     100|0.37077619|  PASSED  
         rgb_bitdist|  11|    100000|     100|0.60559572|  PASSED  
         rgb_bitdist|  12|    100000|     100|0.80287395|  PASSED  
rgb_minimum_distance|   2|     10000|    1000|0.31967289|  PASSED  
rgb_minimum_distance|   3|     10000|    1000|0.67868683|  PASSED  
rgb_minimum_distance|   4|     10000|    1000|0.18285526|  PASSED  
rgb_minimum_distance|   5|     10000|    1000|0.97692146|  PASSED  
    rgb_permutations|   2|    100000|     100|0.23517113|  PASSED  
    rgb_permutations|   3|    100000|     100|0.53713431|  PASSED  
    rgb_permutations|   4|    100000|     100|0.39719556|  PASSED  
    rgb_permutations|   5|    100000|     100|0.34874570|  PASSED  
      rgb_lagged_sum|   0|   1000000|     100|0.47943545|  PASSED  
      rgb_lagged_sum|   1|   1000000|     100|0.92214030|  PASSED  
      rgb_lagged_sum|   2|   1000000|     100|0.28573435|  PASSED  
      rgb_lagged_sum|   3|   1000000|     100|0.67561511|  PASSED  
      rgb_lagged_sum|   4|   1000000|     100|0.09887796|  PASSED  
      rgb_lagged_sum|   5|   1000000|     100|0.25500341|  PASSED  
      rgb_lagged_sum|   6|   1000000|     100|0.17577502|  PASSED  
      rgb_lagged_sum|   7|   1000000|     100|0.52472885|  PASSED  
      rgb_lagged_sum|   8|   1000000|     100|0.97678478|  PASSED  
      rgb_lagged_sum|   9|   1000000|     100|0.65776346|  PASSED  
      rgb_lagged_sum|  10|   1000000|     100|0.01113244|  PASSED  
      rgb_lagged_sum|  11|   1000000|     100|0.80162267|  PASSED  
      rgb_lagged_sum|  12|   1000000|     100|0.93410058|  PASSED  
      rgb_lagged_sum|  13|   1000000|     100|0.78609648|  PASSED  
      rgb_lagged_sum|  14|   1000000|     100|0.06328201|  PASSED  
      rgb_lagged_sum|  15|   1000000|     100|0.53997218|  PASSED  
      rgb_lagged_sum|  16|   1000000|     100|0.53088488|  PASSED  
      rgb_lagged_sum|  17|   1000000|     100|0.19425710|  PASSED  
      rgb_lagged_sum|  18|   1000000|     100|0.62873285|  PASSED  
      rgb_lagged_sum|  19|   1000000|     100|0.90124817|  PASSED  
      rgb_lagged_sum|  20|   1000000|     100|0.51354818|  PASSED  
      rgb_lagged_sum|  21|   1000000|     100|0.94266665|  PASSED  
      rgb_lagged_sum|  22|   1000000|     100|0.58380156|  PASSED  
      rgb_lagged_sum|  23|   1000000|     100|0.43839860|  PASSED  
      rgb_lagged_sum|  24|   1000000|     100|0.33592388|  PASSED  
      rgb_lagged_sum|  25|   1000000|     100|0.29775601|  PASSED  
      rgb_lagged_sum|  26|   1000000|     100|0.61798695|  PASSED  
      rgb_lagged_sum|  27|   1000000|     100|0.97658489|  PASSED  
      rgb_lagged_sum|  28|   1000000|     100|0.32405639|  PASSED  
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      rgb_lagged_sum|  29|   1000000|     100|0.85048754|  PASSED  
      rgb_lagged_sum|  30|   1000000|     100|0.01424211|  PASSED  
      rgb_lagged_sum|  31|   1000000|     100|0.30470171|  PASSED  
      rgb_lagged_sum|  32|   1000000|     100|0.50727008|  PASSED  
     rgb_kstest_test|   0|     10000|    1000|0.13385489|  PASSED  
     dab_bytedistrib|   0|  51200000|       1|0.79647926|  PASSED  
             dab_dct| 256|     50000|       1|0.43144420|  PASSED  
Preparing to run test 207.  ntuple = 0
        dab_filltree|  32|  15000000|       1|0.62195540|  PASSED  
        dab_filltree|  32|  15000000|       1|0.53604313|  PASSED  
Preparing to run test 208.  ntuple = 0
       dab_filltree2|   0|   5000000|       1|0.80072071|  PASSED  
       dab_filltree2|   1|   5000000|       1|0.91780613|  PASSED  
Preparing to run test 209.  ntuple = 0
        dab_monobit2|  12|  65000000|       1|0.06887044|  PASSED  

binary_data <- readBin("riskcherry-pf-instant-10gb-Upload2.bin", what = "integer", n = 100000, size = 4, 
endian = "little")
ordered_values <- rank(binary_data) / length(binary_data)
expected_uniform <- seq(0, 1, length.out = length(binary_data))
ks_result <- ks.test(ordered_values, "punif", 0, 1)
print(ks_result)

Asymptotic one-sample Kolmogorov-Smirnov test

data:  ordered_values
D = 1.5e-05, p-value = 1
alternative hypothesis: two-sided

binary_data <- readBin("riskcherry-pf-scheduled-10gb-Upload2.bin", what = "integer", n = 100000, size = 
4, endian = "little")
ordered_values <- rank(binary_data) / length(binary_data)
expected_uniform <- seq(0, 1, length.out = length(binary_data))
ks_result <- ks.test(ordered_values, "punif", 0, 1)
print(ks_result)

Asymptotic one-sample Kolmogorov-Smirnov test

data:  ordered_values
D = 1.5e-05, p-value = 1
alternative hypothesis: two-sided

binary_data <- readBin("riskcherry-cryptosecure-10gb-Upload2.bin", what = "integer", n = 100000, size = 
4, endian = "little")
ordered_values <- rank(binary_data) / length(binary_data)
expected_uniform <- seq(0, 1, length.out = length(binary_data))
ks_result <- ks.test(ordered_values, "punif", 0, 1)
print(ks_result)

Asymptotic one-sample Kolmogorov-Smirnov test

data:  ordered_values
D = 1e-05, p-value = 1
alternative hypothesis: two-sided
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STATISTICAL ANALYSIS
To ensure the generated pseudo-random numbers meet the criteria of being 'acceptably random,' the algorithm's output undergoes statistical analysis. 

This analysis involves a set of tests that assess the likelihood that the numbers were not produced by a process resembling true randomness. Each test 
examines a distinct aspect of the random number series, and failure occurs if the probability of a non-random process producing the series exceeds a 
predefined threshold. Among other verifications, these tests will determine whether the output from the RNG is uniformly distributed across the entire output 
range.

For statistical analysis of the output of the random number generator, a file was created containing 2.68 billion unsigned integer numbers (for a total of 
10GB) generated by the RNG. For this generation, a test setup was used with an identical configuration as used in the production environment.

The main software used for statistical analysis of raw output is the Dieharder RNG test suite (Brown, 2015) or NIST test suite. Dieharder is a test suite 
maintained by Robert G. Brown from Duke University Physics Department. It builds upon the Diehard battery of tests from George Marsaglia (Marsaglia, 1995) 
but also includes tests from the statistical test suite from NIST (Soto, 1999) and tests developed by Robert G. Brown himself. Additionally, the statistical 
analysis incorporates the Kolmogorov-Smirnov test, which assesses the distributional similarity between the generated random numbers and an expected 
distribution, enhancing the robustness of the evaluation process.

The complete Dieharder suite was run using a sample of 2.68 billion random 32-bit unsigned integers (10 GB) generated with a platform similar to the 
production one. The test suite consists of independent tests. For each test, random numbers from the sample were used. Because the entire suite needs 
more than 10 billion random numbers, reuse of the random numbers from the data file was allowed, but not in the same test.

A detailed breakdown of the tests can be found in the section “Test Results”. All significant tests passed the first assessment.
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SOURCE CODE ASSESSMENT

A source code assessment of the provided RNG has been conducted to ascertain all properties of the RNG required to fulfil the requirements defined in the 
assessment scope of this report. This list was identified to the best of RiskCherry's knowledge by analyzing the test item(s) and collecting all possible 
reputable information sources at the time of the testing activity.

Property Assessment Verdict

Source code 
language

C# Compliant

OS/System 
Dependencies

OS Kernel Compliant

RNG implementation RNG functionality locally using .NET's cryptographic random number generation capabilities. 
There are three main RNG implementations:

CryptoSecureRng - Standard cryptographic RNG using .NET's RandomNumberGenerator
ProvablyFairRng - Provably fair RNG for instant games using HMAC-SHA512 hashing
ScheduledProvablyFairRng - Provably fair RNG for scheduled games

Uses the OS CSPRNG (`/dev/urandom` on Linux, `BCryptGenRandom` on Windows). 
`DefaultNumberOfBytesGenerated = 8` — for int32 generation, reads 8 bytes (2 uint32 
candidates per round).

Provably fair is a cryptographic protocol that lets players independently verify that a game 
outcome was determined before the bet was placed and was not manipulated after the fact. 
The protocol relies on a commit–reveal scheme built from standard cryptographic 
primitives.

Compliant

Source(s) of entropy The RNG consists of two families of random number generators - Crypto Secure and 
Provably Fair.

In Crypto Secure part the entropy source is OS CSPRNG (`RandomNumberGenerator`).

In Provably Fair part the entropy source is HMACSHA512 over seed+nonce+cursor.

Compliant

Predictability of 
outputs

The RNG is unpredictable. Compliant

Cycling and/or 
synchronization

Output State Advancement - CryptoSecureRng
`CryptoSecureRng` is stateless at the application level. Each call to 
`GenerateRandomBytes(length)` makes an independent system call to the OS CSPRNG. 
There is no application-managed counter, cursor, nonce, or internal buffer that advances 
between calls.
The OS CSPRNG internally maintains and advances its own state (a ChaCha20-based DRBG 
on Linux, a DRBG within CNG on Windows). This state advancement is transparent to the 
application and occurs on every call to `getrandom(2)` / `BCryptGenRandom`.
Background Consumption Cycle
The `BackgroundRngConsumer` advances the CSPRNG output stream on a timed cycle:
1. Application starts; `BackgroundRngConsumer` registered as `IHostedService`.
2. Timer created but **stopped** -- no entropy consumed at startup.
3. First call to any `CryptoSecureRng` method fires the `OnFirstUse` event.
4. `BackgroundRngConsumer` receives the event and starts the timer.
5. Every 10 seconds (+ 0--100 ms jitter):
   - 512 bytes consumed via `NextBytes(512)`
   - 512 doubles consumed via `NextDouble()` (x512)
   - 512 integers consumed via `NextPositiveInt32(100)` (x512)
6. Consumed values are discarded. Metrics are recorded.
7. Timer continues until application shutdown (`StopAsync`).
This cycle operates independently of game activity and ensures the CSPRNG output stream 
is never idle for extended periods.
No Seed Rotation
Unlike the Provably Fair generators, `CryptoSecureRng` has no concept of seed rotation. The 
OS kernel handles all internal state management, reseeding, and entropy mixing 
autonomously.

Cursor Increment (Within a Round) - ProvablyFairRng

Compliant
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Each call to `ComputeHash()` produces 64 bytes from HMAC-SHA512. If a single 
`NextBytes(length)` call requires more than 64 bytes, the cursor is incremented and a new 
HMAC is computed:
cursor=0: HMAC-SHA512(serverSeed, "clientSeed:nonce:0") -> 64 bytes
cursor=1: HMAC-SHA512(serverSeed, "clientSeed:nonce:1") -> 64 bytes
cursor=2: HMAC-SHA512(serverSeed, "clientSeed:nonce:2") -> 64 bytes
The cursor is a transient counter -- it is not persisted to the database. It resets to 0 at the 
start of each new game round (new nonce).
Nonce Increment (Per Bet)
Each game round (i.e. each bet placed by a player) increments the nonce by 1 via an atomic 
repository operation (`IncrementNonceAndGetSeedState`). This ensures:
- Each round with the same seed pair produces different HMAC output (different nonce in 
the message).
- The nonce is a monotonically increasing counter that cannot be reused or skipped.
- Concurrent requests for the same player are serialized at the database level.
Seed Rotation (Player-Initiated)
When a player rotates seeds, the full cycle is:
1. Old "Active" seed deactivated -- plaintext server seed revealed for player verification.
2. Current "Next" seed promoted to "Active".
3. New "Next" seed generated (fresh server seed + client seed from `CryptoSecureRng`).
4. New "Next" seed's server seed hash (SHA-512) published to the player.
5. Nonce resets to 0 for the new active seed pair.
A configurable daily rotation limit prevents excessive rotation that could be used to fish for 
favourable seeds.

Cursor Increment (Within an Event) - ScheduledProvablyFairRng
Each call to `ComputeHash()` produces 64 bytes from HMAC-SHA512. If a single 
`NextBytes(length)` call requires more than 64 bytes, the cursor is incremented on the 
`ScheduledProvablyFairRngData.CurrentCursor` field and a new HMAC is computed:
cursor=0: HMAC-SHA512(serverSeed, "clientSeed1clientSeed2")       -> 64 bytes
cursor=1: HMAC-SHA512(serverSeed, "clientSeed1clientSeed21")      -> 64 bytes
cursor=2: HMAC-SHA512(serverSeed, "clientSeed1clientSeed22")      -> 64 bytes
Note that cursor 0 is implicit (not appended to the message), while cursor 1+ is explicitly 
appended as a decimal string.
Per-Event Seed Lifecycle
Each scheduled game event follows a complete seed lifecycle:
1. Event created
   -> Server seed generated (CryptoSecureRng)
   -> Server seed encrypted (AES-256-CBC)
   -> SHA-512 hash published to players (commitment)
   -> Status: ServerSeedCreated
2. Event activated (betting opens)
   -> Client seeds collected from participating players
   -> Status: Activated
3. Event in-play
   -> Semaphore acquired
   -> Server seed decrypted
   -> HMAC-SHA512 computed with server seed + client seeds + cursor
   -> Game outcomes generated
   -> Semaphore released
4. Event deactivated (event ends)
   -> Encrypted server seed replaced with plaintext (revealed)
   -> Players can verify all outcomes
   -> Status: Deactivated
There is no nonce in the Scheduled RNG -- the server seed is used for the duration of a single 
event and then permanently discarded. Each new event generates a completely fresh server 
seed.
Semaphore-Guarded Session Cycle
The semaphore enforces strict serial access:
1. `StartSchedulerSessionAsync()` -- acquires `SemaphoreSlim(1,1)`, stores session data.
2. Game engine calls `NextBytes()` one or more times -- each call may advance the cursor.
3. `EndServerSession()` -- clears session data, releases semaphore.
4. Next event: new seed, acquire semaphore, repeat.
No two events can overlap. The semaphore timeout (10 seconds) prevents deadlocks; if 
exceeded, the previous session is forcibly terminated and logged as a critical error.

Security Suitable for cryptographic secure purposes. Compliant

Seeding `CryptoSecureRng` is registered as a singleton in the application's dependency injection 
container at startup. It is constructed with an optional metrics factory for observability and 

Compliant
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inherits all number-generation logic from the abstract base class `RngBase`.
The class itself is stateless with respect to random number generation -- it holds no internal 
seed buffer, counter, or PRNG state. Every call to produce random bytes delegates directly to 
the operating system's CSPRNG.
`CryptoSecureRng` does not perform application-level seeding. The underlying .NET 
`System.Security.Cryptography.RandomNumberGenerator` class obtains all seed material 
from the operating system's entropy pool.
The OS kernel maintains, mixes, and reseeds its internal entropy pool continuously and 
transparently. The application has no ability to influence, bypass, or observe this process.
Reseeding is handled entirely by the operating system kernel. The application does not and 
cannot trigger, schedule, or suppress reseeding events. The OS CSPRNG is designed to 
reseed itself from hardware entropy sources on an ongoing basis, independent of 
application activity.
At the application level, a `BackgroundRngConsumer` hosted service burns random numbers 
every 10 seconds (512 bytes, 512 doubles, 512 integers per cycle, with 0--100 ms random 
jitter per cycle). This background consumption is not a reseeding mechanism -- it advances 
the CSPRNG output stream to make external state reconstruction harder.

`ProvablyFairRng` is registered as a singleton in the application's dependency injection 
container. Despite being a singleton, it achieves per-request isolation through 
`HttpContext.Items`, where a `ProvablyFairScopedSeedStateManager` holds the current 
request's seed state and a reusable `HMACSHA512` hasher instance.
A session is started for each game request via `StartNewSession(platformPlayerId)`:
1. The scoped seed state manager atomically increments the player's nonce in the 
repository via `IncrementNonceAndGetSeedState()`.
2. The encrypted server seed is decrypted from storage using AES-256-CBC (see Entropy 
Sources).
3. An `HMACSHA512` instance is created, keyed with the decrypted server seed.
4. The state manager is stored in `HttpContext.Items["InstantPfScopedSeedStateManager"]`.
The session is torn down after the game round via `FinishSession()`, which removes the 
state from `HttpContext.Items`.
Each player maintains a seed pair consisting of a server seed and a client seed. Both are 
generated using the OS CSPRNG (`CryptoSecureRng`):
Seed pairs are created when a player first interacts with the provably fair system. Two pairs 
are generated simultaneously:
- Active seed - currently in use for game outcome generation.
- Next seed - pre-generated and waiting. Its server seed hash (SHA-512) is published to the 
player as a commitment.
The server seed is encrypted at rest using AES-256-CBC before persistence to the repository. 
A SHA-512 hash of the plaintext server seed is published to the player as a cryptographic 
commitment before any bets are placed.
In mathematical terms, reseeding means producing a different HMAC-SHA512 byte stream. 
This occurs in two ways:
- Per bet (nonce increment) - Every bet placed by a player increments the nonce, which 
changes the HMAC message input and produces an entirely different HMAC-SHA512 byte 
stream. Each nonce value constitutes a cryptographic reseed -- the output sequence is 
completely unrelated to any previous nonce.
- Per rotation (seed replacement) - The player can also request a full seed rotation, which 
replaces both the server seed and client seed components and resets the nonce to 0. This 
introduces fresh OS CSPRNG entropy into the system.
Seed rotation is player-initiated and follows a commit-reveal protocol:
1. Player requests a seed rotation.
2. A daily rotation limit is enforced to prevent abuse.
3. The current "Next" seed is promoted to "Active" (optionally with a player-provided client 
seed replacing the auto-generated one).
4. A new "Next" seed pair is generated (server seed + client seed, both via 
`CryptoSecureRng`).
5. The old "Active" seed is deactivated -- its plaintext server seed is revealed to the player for 
verification of all past outcomes generated under that seed pair.

`ScheduledProvablyFairRng` is registered as a singleton in the application's dependency 
injection container. It manages concurrency through a `SemaphoreSlim(1,1)` that ensures 
only one scheduled game event can use the RNG at any time.
A session is started for each scheduled game event via 
`StartSchedulerSessionAsync(roundId, rngData)`:
1. The semaphore is acquired (with a configurable timeout, default 10 seconds).
2. The encrypted server seed within the `ScheduledProvablyFairRngData` is decrypted using 
AES-256-CBC.
3. The session data (decrypted server seed, client seeds, cursor) is stored in the singleton's 
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instance fields.
4. The RNG is ready for byte generation.
The session is torn down after the event via `EndServerSession()`, which clears the session 
data and releases the semaphore.
Each scheduled game event has its own independent seed set.
The server seed lifecycle for each scheduled event follows this status flow:
1. ServerSeedCreated - The server generates a random server seed via `CryptoSecureRng`, 
encrypts it with AES-256-CBC, and publishes its SHA-512 hash as a cryptographic 
commitment to all participants before the event begins.
2. Activated - At event start, client seeds are collected from participating players (based on 
the configured seeding strategy). The server seed is decrypted and the RNG session is 
started.
3. Deactivated - After the event ends, the plaintext server seed is revealed to all participants 
for independent verification.
This rotation ensures:
- The server cannot retroactively alter outcomes (the committed hash would not match).
- The player can independently verify all outcomes after the seed is revealed.
- Fresh entropy enters the system through newly generated server and client seeds.

Scaling The scaling is properly done in the following methods:

NextBytes(int length)

Returns an array of random bytes of the specified length
Used for generating raw random byte data
Return Type: byte[]
NextDouble()

Returns a random double between 0.0 and 1.0 (both exclusive)
Used for generating random floating-point values
Return Type: double
Range: (0.0, 1.0)
NextPositiveInt32(int maxExclusive = int.MaxValue)

Returns a random positive 32-bit integer that is less than the specified maximum
Parameters: maxExclusive - The exclusive maximum value (default: int.MaxValue)
Return Type: int
Range: [0, maxExclusive)

Compliant

Acceptable degree of 
freedom (DOF)

Raw Byte Output (CryptoSecureRng)
Each byte produced by `NextBytes` is drawn independently from the OS CSPRNG and takes 
any value in [0, 255] with equal probability. There are 256 equiprobable outcomes per byte.
Abstraction Layer Ranges
The following ranges are provided by `RngBase` as abstraction layers for consuming 
services:
| Method | Output Range | Resolution |
|--------|-------------|------------|
| `NextDouble()` | [0.0, 1.0) | 2^52 distinct values (full IEEE 754 mantissa) |
| `NextPositiveInt32(max)` | [0, max) | Uniform, modulo-bias-free via rejection sampling |
Independence
Each output value is independent of all previous and subsequent values. The OS CSPRNG 
provides no mechanism for an observer to correlate outputs, and the application introduces 
no deterministic relationship between consecutive calls.

Raw Byte Output (ProvablyFairRng)
Each HMAC-SHA512 invocation produces 64 bytes. Each byte takes any value in [0, 255] 
with equal probability, given a uniformly random key and distinct messages. There are 256 
equiprobable outcomes per byte position.
Abstraction Layer Ranges
The following ranges are provided by `RngBase` as abstraction layers for consuming 
services:
| Method | Output Range | Resolution |
|--------|-------------|------------|
| `NextDouble()` | [0.0, 1.0) | 2^52 distinct values (full IEEE 754 mantissa) |
| `NextPositiveInt32(max)` | [0, max) | Uniform, modulo-bias-free via rejection sampling |
Determinism and Verifiability
Given the same server seed, client seed, nonce, and cursor, the output is fully deterministic 
and reproducible. Any party with knowledge of these four inputs can independently 
recompute the HMAC-SHA512 output and verify the game outcome. This determinism is a 
deliberate design property of the provably fair protocol and does not compromise the 
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statistical quality of the output, because:
- The server seed is hidden (encrypted at rest, only its hash is published) during active play.
- The client seed is contributed by the player, preventing unilateral server control.
- The nonce and cursor are public counters that ensure no two HMAC invocations use the 
same message.

Raw Byte Output (ScheduledProvablyFairRng)
Each HMAC-SHA512 invocation produces 64 bytes. Each byte takes any value in [0, 255] 
with equal probability, given a uniformly random key and distinct messages. There are 256 
equiprobable outcomes per byte position.
Abstraction Layer Ranges
The following ranges are provided by `RngBase` as abstraction layers for consuming 
services:
| Method | Output Range | Resolution |
|--------|-------------|------------|
| `NextDouble()` | [0.0, 1.0) | 2^52 distinct values (full IEEE 754 mantissa) |
| `NextPositiveInt32(max)` | [0, max) | Uniform, modulo-bias-free via rejection sampling |
Determinism and Verifiability
Given the same server seed, client seeds, and cursor, the output is fully deterministic and 
reproducible. Any party with knowledge of these inputs can independently recompute the 
HMAC-SHA512 output and verify the game outcome. This determinism is a deliberate design 
property of the provably fair protocol and does not compromise the statistical quality of the 
output, because:
- The server seed is hidden (encrypted at rest, only its SHA-512 hash is published) during the 
active event.
- The client seeds are contributed by multiple independent players, preventing unilateral 
server control.
- The cursor is a public counter that ensures distinct HMAC messages when more than 64 
bytes are needed within a single event.
Independence Across Events
Each event uses a freshly generated server seed from the OS CSPRNG. There is no 
relationship between the server seeds of consecutive events -- they are generated 
independently via `CryptoSecureRng.GenerateRandomString(64)`. The output of one event 
provides no information about the output of any other event.

Usage Suitable for usage with and without replacement. Compliant
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CONCLUSION

The results introduced in this test report refer exclusively to the product and/or sample(s) provided by the applicant. RiskCherry will not be held 
responsible for the validity of any and all references to third party documents included in this report as per the applicant’s request.

The provided product has been tested using its English language version. All included test result deviations which do not explicitly conflict with the 
laboratory’s final conformity verdict have been disclosed to the applicant as improvement recommendations. Based on all test results and compliance 
verdicts produced during this assessment, RiskCherry confirms that the product submitted by the applicant complies with the document(s) listed in section 
“Assessment Scope” which cover all relevant requirements issued by the Malta Gaming Authority (MGA).

All requirements which have a non-applicable verdict and a comment, stating that they fall outside of the scope of this test report, have not been tested 
and should not be considered as part of the compliance statement in the above paragraph. Only requirements related to random number generators have 
been tested. All requirements related to supplier’s games and operator platform, security, system changes and any other non-RNG elements fall out of scope 
for this report.

Authorized by:   Hristo Stoyanov 17/04/2026
   /Laboratory Director/
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